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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 



FOLA Case: 62647 
8 October 2010 


This is an initial response to your Freedom of Information Act (FOLA) 
request submitted via the Internet on 21 August 2010, which was received by 
this office on 23 August 2010, for “A document or documents that provide a 
general description of SIGNIN (a WWII era machine).” Your request has been 
assigned Case Number 62647. This letter indicates that we have begun to 
process your request. There is certain information relating to this processing 
about which the FOLA and applicable Department of Defense (DoD) and 
NSA/CSS regulations require we inform you. 

For purposes of this request and based on the information you provided 
in your letter, you are considered an “all other” requester. You must pay for 
search time in excess of 2 hours and duplication in excess of 100 pages. At 
this stage of processing, the fees are minimal; therefore, we are not assessing 
any fees. 

In our preliminary search, we located one document that is responsive 
to your request, “Achievements of the Signal Security Agency in World War II.” 
The document was reviewed under the previous Executive Order (E.O. 12958,. 
as amended) in Januaiy 2009. That document is enclosed and is being 
released to you just as it was released in FOLA Case 53751. If you would like 
to have the document re-reviewed under the new Executive Order, please so 
notify us. 

We consider the enclosed document to be responsive to your request in 
that it does describe the machine, as you requested. It also includes a picture 
of the machine. If you are interested in four additional documents that we 
located in our preliminary search (within your two free hours of search), you 
will be responsible for all of the duplication. Be advised that these documents 
have not yet been reviewed for release and would be forwarded to the first-in. 
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first-out processing queue for Non-Personal Easy cases. The total number of 
pages for these four documents is 647, and your cost would be $97.05 
(647 pages X $. 15 per page). In addition, if you wish for us to conduct a 
thorough search for additional material that may be in our holdings in the 
Archives and Records Center, we estimate the costs to be $264.00. Fees are 
assessed in accordance with DoD Regulation 5400.7-R. Search fees are 
computed at $44.00 an hour. 

Please be advised that your agreeing to incur these search fees will not 
necessarily result in the disclosure to you of all or any information you seek. If 
additional records are found which are responsive to your request, a detailed 
review to determine the releasability of the information would follow. It has 
been our experience that records responsive to your request may be classified 
or otherwise exempt from release in accordance with the exemption provisions 
of the FOIA. The application of these exemptions to NSA information has been 
consistently approved by the Federal Judiciary. 

This is only an estimate. If, as we conduct the additional search, we 
determine that fees will be greater than the estimate, we will so notify you 
before continuing with our search. In addition, please be aware that an 
estimate for duplication fees is not included in the above amount because we 
cannot determine the number of pages to be released until the additional 
search has been conducted. 

Please contact us within 30 days of the date of this letter to inform us if 
you wish to proceed further (i.e., have the four additional documents reviewed 
for release and/or have the additional search conducted). If we do not hear 
from you within that timeframe, we will assume that your request has been 
satisfied, and we will close it with no further processing. 

Correspondence related to your request should include the case number 
assigned to your request, which is included in the first paragraph of this letter. 
Your letter should be addressed to National Security Agency, FOIA Office 
(DJP4), 9800 Savage Road STE 6248, Ft. George G. Meade, MD 20755-6248 or 
may be sent by facsimile to 443-479-3612. If sent by fax, it should be marked 
for the attention of the FOIA office. The telephone number of the FOIA office is 
301-688-6527. 

Finally, you may be interested to know that some of the records 
concerning “SIGNIN’’ have been declassified and released to NARA. However, 
we are no longer the custodian of these records and, therefore, do not maintain 
copies of the records. To obtain the records, you will need to go directly to 
NARA. The address for NARA is: Director, Records Declassification Division 
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(NND), Room 6350, The National Archives at College Park, 8601 Adelphi Road, 
College Park, MD 20740-6001. The following chart may help you address your 
request to NARA: 


ACCESSION # 
17143 
13101 
41249 
17461 
17450 
17448 
17332 
15215 
15211 
14937 


DESCRIPTION 

Equipment Branch (Development Branch) History 
Correspondence on Miscellaneous US Comsec System 
Photographs: Equipment (WWII) 

Teletypewriter Key Generator System 

Plan for Service Testing of Teleconverter M-294 

Converter M-294 SIGNIN 

Signal Security Agency Development Branch Annual R 
Annual Report of Cryptographic Material Branch FY 
Description and Photographs of Cryptoequipment 
Cryptographic Plan (SIGIRA) 


Additional information about conducting research at the NARA is available on 
the NARA Internet Website at http: //www.nara.gov . 


Sincerely, 


Enel: 

a/s 


PAMELA N. PHILLIPS 
Chief 

FOIA/PA Office 
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Kith the cessation of hostilities in August 1945 the necessity 
for keeping secret uany technological advances avia by the mod Forces 
during the conflict no longer existed and as a result axtwialw, if not 
eosplota, publicity co ’ld be jivea to then. Such, for exsaplo, care 
radar and the grandad ty fuse—tiw esdatence of the a to ni c boob project 
had been Inevitably revealed "a little earlier by its devastating results 
at Hiroshima. IAienciso, It has been possible to publish illustrated 
acoouat* of the spectacular auoceasss of the Air Forcej the lass rcnaatle 
bat nonetheless essential contributions of the Service Forces have also 
. been widely publicised. Throughout the ’.Sar, aoreover, the press was 
able frees tire to tins to narrate the exploits of ccabat troops in acticn. 

Yet, In the field of those dlaaeae twins, signal intelligence and 
cnmaaalcafclonii security, no each publicity is possible, for by their very 
nature the hope of future successes is dependent upon the secrecy of past 
achioveaents. Here there is no point in tlae when one can say "now it 
oca be told." Qathe other hand. If the Any id peace or in a future war 
la to nak» tin east of the trwBondou* potentialities presented by these 
tec aspects of a single problea, secret caammisatio&s, it is necessary 
that our top leaders have on appreciation of tto contributions made by 
the signal Intelligence and eomwnicatioas security organ! cations during 
the Bur. 

lbs ideal way of obtaining such an appreciation would bare been a 
p ers o na l visit to Arlington Hall Station to note the war-time operations 
of the Signal Security Agency. Hy now, however, these operations hove, 
of course, been greatly curtailed, aad for this reason the present docuaaat 
has boon prepared, It is hoped that the reader will gain froa It sod* 
understanding of the probleos faced by the Signal Security Agency, the 
general nature of the procedures and tecbntfjaos used for their solution, 
the aaccoaateo *oJLoh were obtained, and the potentialities for tho future. 


28 February 1946 


v. msx<M cos bsesih* 

Brigadier General, SSA 
Chief, Arwy Security Agamy 
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THE ACHIEVEMENTS OF THE SIGNAL SECURITY 
AGENCY IN WC8LD WAR II 

I. BUILDING THE CRGANIZATIGN 


The Signal Security Agency (SSA) owed its existence in World War II to 
the basic fact that valuable information may be derived by intercepting 
communications and reducing them to intelligible form. This fact has two 
aspects: efforts must be made to protect our own communications against 
examination by the enemy, while at the same time steps must be taken to 
derive as much information as possible from enemy communications. The SSA 
had primary responsibility for both these phases. 

However logical this unification of responsibility in a single central¬ 
ised organization now seems, it was achieved at only a relatively recent date. 
In World War I, for example, diversity, rather than unity, was the rule. 
Largely as the reeult of circumstances, it happened that so far as activity 
in Washington was concerned,- tfte Military Intelligence Division conducted 
all work on compilation of codes and ciphers for use by American forces and 
also 1 solution of foreign codes and ciphers. In France,, however, the 
corresponding organization in the AEF carried on only solution of German 
Army communications, leaving to the Signal Corps the task of compiling codes 
for combat purposes and the duties of interception and location of eneny 
radio stations by direction finding. 

This separation of function continued for ten years after the War. 
Solution of current diplomatic traffic was performed by the Military Intel¬ 
ligence Division in a more or less clandestine unit maintained in New York, 
while the Chief Signal Officer supported another small unit in Washington 
engaged in the compilation .of codes and ciphers for use in an eventual 
emergency. As a result of dissatisfaction cauded not only by the division 
of responsibilities but also by a number of other concomitant factors, the 
functions of code compilation and of solution were united in 1930 under the 
* Chief Signal Officer. This led to the establishment of the Signal Intel¬ 
ligence Service (SI3) which was essentially an amalgamation of existing 
units but began its work, so far as solution was concerned, with a change 
•of emphasis: henceforth the SIS would be primarily concerned in peacetime 
with training of cryptanalysts for an emergency rather than with the solu¬ 
tion of current diplomatic traffic .n Though the need for training was acute, 
the abandonment of day-to-day solution of current systems had an unfortunate 
effect in interrupting cryptanalytie continuity, a point to which we shall 
return later. 

In spite of greatly limited funds, the SIS was able in the years prior 
to World War II to lay securely the foundations upon which wartime expansion 
as the SSA was built. In 1934 the SIS took over from The Adjutant General 

B grip fin 
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responsibility for printing/ 



'{PH*** 


accounting for cryptographic 


publications, and than unification of operational responsibility far all 
phases of signal intelligence was at last reached. Staff supervision and 
coordination still remained, however, a respo n sib ili ty of the Assistant 
Chief of Staff, 3-2. 


Activity of the 313 consisted of continuation of existing code pro¬ 
duction projects; establishment of a training program by which a small group 
of expert civilian cryptanalysts was produced, and another small group of 
officers, both Regular and Reserve, wars trained in the varied phases of 
signal intelligence; development of intercept facilities to provide material 
for the cryptanalysts; and, toward the end of the period, the reestablishment, 
as a practical operation, of solution of current diplomatic traffic. In addi¬ 
tion, time was found to do much planning for war and to carry on research and 
development in cryptographic and cryptanalytic techniques. All of this work 
was done by a vary small stafft only seven persons from 1930 to 1936—by tho 
outbreak of the ’far in Europe there were only nineteen. 

Thereafter, a series of expansions resulted in the following strength 
on the day of tho Pearl Harbor Attaeki 


Category 

In iVaahiru'ton 

In the Field 

Total 

Officers 

44 

1 

45 

Warrant Officers 

0 

0 

0 

Enlisted Ha 

28 

149 

177 

BixUians 

Tbtsl 

-» 

Q 

150 

if 


Actual operating strength was soaer&at less, since 22 of the civilians vers 
still undergoing training and had as yet made no contribution to the work. 

A comparison of tbese figures with the strength of T—J Day (14 Angnst 1945) 
trill show the tremendous proportions reached by the wartime expansions; 


C9*ogpgy 

In Arlington 

la the Field 

Total 

Officers 

661 

116 

777 

Warrant Officers 

4 

11 

15 

Enlisted Urn 

565 

2139 

2704 

Enlisted Women 

957 

257 

1214 

Civilians 

Total 

-f|§ 

0 

2523 



TS*e»« figures do not include, of course, the more than 17,000 officer a and 
enlisted pe r so nn e l engaged in signal intelligence activities under overseas 
theater eossaadera, nor do they give any adequate indication of the turnover 
of perasaseX in the Military District of Ahsbiagtaat by the ad of tbs tihr 
mors than 13,000 nattered badges had boa Issued to all categories of person¬ 
nel at Arlington Ball (headquarters of tho S3A) alone. Jo recruit such a 
staff and to maintain it despite tho many influences which tended to dissipate 
and to loner strength were tasks requiring strenuous efforts. 




the recruitment program nas faced net only by obstacles which also 
beset other wartime agencies, such as the nanpower shortage and the need 
for speed, but also by many problems peculiar to the 3SA, Host of the 
activities of which had no counterpart outside the Government from which 
to drear personnel. Many of its operations required persons of the high¬ 
est Intelligence, possessed of rare skills not easily definable, often 
demanding, as in the case of the language experts, years of study to 
produce proficiency. Ess sages in acre than tKSS&y-fiua languages had to i c 
be translated, yet in only a few instances were competent Ungulate easily 
obtainable. This problem was nost acute in the ease of Japanese, both 
because a knowledge of Japanese is rare in this country and because the 
volume of material to be translated was so great; it was also keenly felt 
in the case of languages like Finnish, Portuguese, and Turkish, where the 
volume was less but acceptable translators ware rare indeed. The only 
recourse was to train personnel from the very beginning! ultimately, for 
example, i+28 Japanese translators were trained in this way. The same 
method proved to be the only solution for supplying competent cryptanalysts: 
both by the use of training manuals in military cryptography and crypt¬ 
analysis and by apprentice training in operating unite, the email number 
of constant cryptanalysts available in 1941 was gradually expanded, but the 
supply was never equal to the demand. 

Moreover, the 3SA was called upon to train large numbers of personnel 
for ultimate assignment to overseas units maintained by theater commanders. 
TMa training was given not only in formal courses designed to produce 
officers and men-qualified in the various cryptographic and cryptanalytic 
specialties but also by participation in the day-to-day activity of operat¬ 
ing units. Much was done also to coordinate training of signal intelligence 
and radio intelligence units being trained elsewhere in order to keep them 
abreast of the latest technical developments, la this connection It will be 
well to digress long enough to point out the trend exhibited daring the Tfeur 
of breaking down the centralised authority of the SSA by setting up indepen¬ 
dent signal intelligence units under theater commanders. Such a change was 
motivated no doubt by a feeling that it would be necessary to maintain signal 
intelligence units close to military operations. Tet the experience of the 
Ttar showed that modem electrical caaagnicatlons are so speedy that distance 
is no longer a factor that need be considered. Examples will be cited in the 
next chapter of messages transmitted many thousands of miles, promptly read 
and translated, and seat bade to the proper commander In time for action. 

Morale problems were particularly acute, for in addition to those encoun¬ 
tered by other wartime agencies, involving living conditions, health, fatigue, 
and the like, the SSA had a number peculiar to itself. Chief among these was 
tho mixed character of the personnel. Officers, enlisted personnel, and 
civilians worked side by aide, and in each of these groups there were both 
man aad women. A small unit composed of personnel from several of these 
groups might c on t ain people having varying degrees of prestige and receiving 
different pay and privileges, yet performing exactly tbs asms type of service 
(see Appendix, Rb. 1, a typical unit at work. Bate that officers, enlisted 
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s an and civilians of both sazss are here engaged on tha sans project;. 
Koreevur, there oeeasd to be no correlation between a category of 
personnel on the one hand and competence and achisvenent on tha other. 
Brilliant work was done by individual* In all categories. Had it bean 
possible to operate the 3SA. entirely »itb ailitary personnel, or entirely 
with civilians, scssc friction -sirht h.iva been avoided, but an '3A (soda up 
only of military, or only of civilians, weald ium lost iawnasorably the 
contributions of the other group. Is it was. Military personnel had to 
be stationed with tha 3SA for both operational and training purposes 
while having civilian employees made it possible to ass the service* of 
may not qualified for Military duty. 

Another factor not particularly conducive to the maintenance of high 
morals was the necessity of maintaining cooploto oilsnee concerning every 
phase of one’s work. Moreover, many of the oporations Involved nothing 
bat drudgery end consideration* of security prevented tha individual 
employee in aiany eases frees getting a clear undoratending of how his or 
her work contributed to the war effort. 

Continuous efforts were rads to maintain Morals at a hi^i level by 
bettering conditions of work and furnishing saployees with aid in the 
solution of their personal problasts, Sidle the rata of separations of 
civilian employees (4 per cent a sooth) seaoad high, it was found to be 
actually lower than that of other comparable wartlno agencies in 
Washington. Indeed, giving due consideration to the inherent difficulties, 
norale in the S3A was really high. 

Sarly in the T&r space in the Monitions Building, where the SIS had 
been located from its founding, grew so crowded that larger quarters had 
to be secured elsewhere. At first it was axpected that the SIS would be 
boused in the Pentagon, then nearing completion, but before such a cove 
was effected, plans were laid for saving the SIS to a site of its own, 
preferably outside isashinfton. lbs SIS would thus have roost for espaaaiosi 
be relatively better protected frwa the danger of eneoy boobing, and could 
Maintain ita security with greater ease if not forced to share a building 
with other Ssr Department agencies. 

the site ultimately ehowa after examination of several possibilities 
, was the preniaes of Arlington Hall Junior College in Arlington, Virginia. 
This location was close enough to tbs Pentagon, was not too far free the 
Eastern Primary Monitoring Station then being planned at Vint 81*1 Paras, 
mar Ssrroafcon, and in addition sad* possible tM utilisation of the hous> 
lag facilities in the Washington area for quarters for personnel and depen¬ 
dants. 

The property was acquired by court motion for 9650,000, with $1)0,000 
additional for furnishings, end the Car Department assuswd possession on 
14 Juno 1942. Arlington Hall Station was established as a Class 17 instal¬ 
lation under the Chief Signal Officer on 25 June 1942. Xmoodlstely unite 
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of Um SIS began to am into the former •chooi building, now the Headquar- 
tors Building, Arlington Ball Static*, and by 21 Angwwt 1942 all of «* SIS 
mu at Arlington Ball, tho am having ban esnsenated without interruption 
of operations. 


Caastrwctloa began alaoat liraiortiatwly oa froject# designed to convert 
certain of tho oad sting hetldtnga to Military parpens*, aaft by S apUwfa nr 
tho program of aw eoaairaotioa was is fall swing. Baaidas many waller 
buildings, too vary largo soal imminent buildings wro oroetod for aporw- 
tions. Tbs first was oowpletod la loss than thrao months tins; the saooad, 
oroetod in winter sooths, took a littlo longer, bat after Hay 1943 all op¬ 
erating unite wore haaaod la tho two< operations buildings. Othsr construe- 
tioa provided bsrrackx and nose balls for e n list e d personnel, a station dia- 
panaary, thoator, peat exchange, and other service b uild i n gs; a actor pool, 
a fire boaao and waareheesss. The final construction saa coapletod by 1944« 
while aeny wits haw had to work in c r ow de d conditions, adequate apaee was 
supplied for all operations. Gbe of tho important ancillary structures was 
a cafeteria, csnpletod early in 1943 and enlarged in 1944* which ultimately 
provided serrioo around the clock. At first tho cafeteria was operated by 
the Welfare and Xaeroaticnal Association of Public Buildings and Grounds, 
lac., Washington, S. C., but its management was later taken over by tbs Post 
Exchange, whisk aloe operated branch exchanges and coffoe bare in tho opera¬ 
tions buildings. 


Tho Peat was made secure by satahi 1 ehaent of a guard detachnent and the 
erection of n double stool fames prorided with an alarm ayetew. Another fence 
was oroetod around each operations building, entrance to which waa limited to 
authorised personnel. Distinctive badges aero issued to all categories of 
perscanal end had to be worn at all tinea (see Appendix, We. 1). Access to the 
Feet was forbidden to visitors sacspt an official business, .and efforts were 
constantly Maintained to i ndoctr inate all personnel in tho naeeosiiy of Main¬ 
taining tha physical ad operational s e cur ity of the Agency. 


The SIS had been prior to the Baa a field service trader tha Chief Signal 
Officer. Though located physically in Washington, it was not a part of tha 
Office of the Chief Signal Officer hat waa adadaistarsd at first through its 
War Plans and Tralxbg B&visien and later through Its Operations Branch. With 
the easing of war, h o weve r, reorganisations ware made by tha Chief Signal 
Officer d&eh resulted in a series of changes of nans. Tbs old name of Sig¬ 
nal Intelligence Service (SIS), which had existed since 1930, van abandoned 
* for Signal Intelligesce Division (SID), and, in rapid succession, this became 
tike Signal Security Breach (SSB), the Signal Security Service (SSS), and, 
finally, on 1 July 1943, the Signal Security Agency (SSA), a nans which re¬ 
mained unchanged until the cessation of hostilities. After the organisation 
of tbs Any Cinunlrntlnwa Service within the Office of the Chief Signal 
Officer, the 3JS-3SA, by whatever nane It was called, was always a part of tha 
Any Coananlaationa Service. 


Tha need for enlisted personnel waa net by increasing the strength of 
the Second Signal Service Battalion, This Battalion had been created as a 
eonpany oa 1 January 1939 to supply personnel for the various intercept 
stations then in existence. Later it furnished a convenient military unit 
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and elsewhere tor other types ot signal late 111 janes activity could be 
assigned. In Sovesbar 1942 the post of Coassanding Officer of the 3 a.t— 
a»T «rM Kao united with that of Commanding Officer, 31 goal Security agency > 
in tilts way it was possible to affect onifiad control of all DSA enlisted 
personnel wherever stationed, The Battalion had detachoonts not only at 
Arlington Hall Station but all over the world wherever it became desirable 
to conduct any intercept activity. The Battalion did not, of course, 
include signal intelligence personnel directly under the control of 
theater caananders. Bhil* the Battalion embodied aany unorthodox features— 
Its waxianaa strength, far example, surpassed 5,000 officers and men and at 
the end of the *ar it was ccamaarted by a Brigadier General—it effectively 
solved too problem of bow to administer the tanstagly complex activities 
perfomsd by ciiiiaiad personnel working for the ISA. 

Throughout the aw*—indeed, sloes 1961—the activities carried on by 
the 131 were closely associated with the Signal Corps. A glance st the 
Appendix, Sb. 2, a historical outline of how the United States Amy adaisl 9— 
tsred its code and cipher work from 1361 to the present, will clearly show 
that while at tissa other Aray organ.!cations and* outstanding contributions 
to the work, in the aaln this work was a responsibility of the lerpa. 

let from 1917 on. If not before, this work was also of the deepest interest 
to 3-2, and in World %tr I tbs greater contributions were, in fact, node fay 
the Military Intelligence Division. This reflects the essentially dual 
nature of the problem. That phase of the activity of the 53A which con¬ 
cerned the production of intcllloanee was chiefly of interest to 0-2, yet 
could be carried oa solely with the contribution of the Signal Corps in 
the developMat of intercept facilities. On the other hand the efforts 
of the 3SA to preserve security of our om coaseuni cations, * natter over 
which G-2 earareised supervision also, required closest association with 
the Signal Corps. Indeed, signal intelligence activities can be effect¬ 
ively carried on only whoa there is the closest liaison with signal 
security activities. 

It has already been noted that the 5SA was administratively and 
functionally a part of the Signal Caps, bat 3-2 exurciaed staff super¬ 
vision and control. Khila charnels ware erected, whereby 0-2 could exercise 
this control without at every step going through tbs Office of the Chief 
Signal Officer, nevarthelaas the S3A was primarily a Signal Corps agency, 
its personnel were Signal Corps eaployaea, and for purposes of supply it 
- rolled an Signal Corps facilities. 

Since it was increasingly felt by 0-2 that the 3SA woe the most impor¬ 
tant source of intelligence, evaa closer control ass required and therefore, 
on 10 Dsoaaber 1%4, there cams a change. The 33A was removed from the 
Signal Corps for operational control, which was nor assumed by 3-2, but 
administrative control ess still retained by the Signal Corps. This decs'- 
ago of control ms by no naans clsarcut and sharply defined* the lino of 
division was net straight, since the organ!tation ms pragmatic rather than 
theoretical, but in the oain the differentiation thereafter was operational 
control exorcised by g_2, administrative control maintained by the si gnal 
Corps. 


- S - 






Divided ooatrol, sooh jus this was, however, proved far frets. satis¬ 
factory ia practice a ad aas ended on IS dep^aober 1945 by transfer of 
adsdoieKijratlve aontrol ale* to 0-2, with the ohange of name from Signal 
Security Agency to Assy Security Agency (AAA). This had tbs effect of 
associating the organisation store closely with 0-2, the user of cna of 
the two chiof pro da >jt a, but it will aaoaasitato that in the future liaison 
bo constantly maintained with the Signal. Oorpe ao that not only an adequate 
supply of trained personnel any be available for the coaaunications si do 
of its activity but also the increasingly aleear relationship between signal 
intelligonca and signal security say be aaintolned by the closest coopera¬ 
tion. Koreawer, it also resulted in cues sore consolidating all respon¬ 
sibility for algal Intelligence and signal security la & single organiza¬ 
tion, since the units formerly under the suntrol of theater c ofo u ft ndara sere 
now asde a part of the i5JU 

Am will be abu nd ant l y clear from specific references in the two follow¬ 
ing chapters, the 3SA had tbs incalculable advantage of collaboration with 
the corresponding units of the Qnltad Dtatss Hairy (0P-20-G and OT-30-C), 
liaison with the Beaty bad long bean ia progress before the fitr but through¬ 
out the conflict it constantly increased in both the cryptographic and 
erypfcanaiytic fields, for sene years before the So* the Amy and ti» 2toy 
bod been collaborating in the crypfcanaiytic attack upon dipiaa&tic traffic, 
but tbs Office of Naval Coasntoiaations, being pressed for persannsl and 
facilities needed by units at work aa essay traffic of a purely naval 
ebarastsr, asked tbs 318 to take over wore and ser® work on dlpl noetic 
traffic until is the suaasr of 1942 the ntsy alone bad fall responsibility 
for work on diplomatic truffle. 

Squally profitable eon the aollaboratian with the British lovernasofc 
Cod* and Cypher School (ACCS), ao organisation which had saiatainad 
c ry pt aaalytlc continuity sires 1914 and was prepared to sake great con¬ 
tributions of information concerning foreign cryptographic systests under 
study. Sis aood for continuity was so iapartint that it is doubtful whether 
sucosaa ia a elution of certain diplomatic systems could been been achieved 
in tl,-_» to be useful* had not tbs British supplied the oocessa ry information 
not availahla hers, owing to the break In continuity which, as ws have seen, 
took place in 1935. ?&itla it is true, as will bo daoerlbod in Chapter XX, 
that tbs cryptanalysts of tbs 315 had before the War solved tbs aost secret 
Japanese diplomatic system without aity British aid, tide achisrsnoat scald 
not haws been reached ex cept for the. fact that for sects years prior to this 
tins Japanese traffic bad been under constant study and the cryptanalysts 
bad laforRati.on available covering tbs whole period lSd-1939. lbs gathsr- 
inc of this SnfCnaatiou b e d, however, taken tbs best part of eight years* 

It is usually futile, nowadays, without the accessary continuity of back¬ 
ground lafors»tioo, to begin cryptanalysis of the aoeiawnicaticns of any 
largo govamaont and hope for ocasidarahle suscess at once. Bis debt of 
the -5SA to OOS la ahartsatas the period befesaaa the beginning of atady and 
tire production of translatione was in the case of the diplomatic traffic of 
certain gawarnaanta very great indued. 

This collaboration dth the British began with the iepleasatatica of 
basic Sar Bspartasnt decisions, rsoebad in August 1940, to exchange information 
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with thea. Early in tfia next year the first 313 ale si on was sent to England 
to establish the basis for liaison ami in tbs autsuor the 313 and 3005 first 
3xchanged ponaanant liaison officers, a relationship ever since maintained. 
Special mi salons hare, however, also been sent and received frora tine to timb. 
Intorcaewunications by radio, cable, and nail, have been constantly Maintained, 
frequent agreements have been node to avoid unnecessary duplication of effort i 
the chief of these ms reached in 1943 whereby the British assumed primary 
resp onsib ility for signal intelligence operations for the Ear in Europe, the 
SSA, for those for the •Var in the Pacific, though neither Agency abandoned 
work in the field of the other's responsibility. This exchange of information 
has been broadest in cryptanalytic activityi considerations of security have 
limited cooperation in cryptographic compilation and development to work an 
systems used in combined 3ritian and American operations, a similar profit¬ 
able collaboration has also been conducted,. though to a much acre Halted 
extent, with the Examination Unit (BO) maintained by the Canadia n lovarment 
In Ottawa, and with the ~i re less Experimental Center (WEC), maintained by the 
Indian Government at How deihl. 


file ISA provided trained personnel for and coilsboratad with U. 5. Amor 
Signal Intelligence Services in all theaters: iieditarrean theater of Operations 
European theater of Operations, Southwest P&alflo Area, China-Burma-India 
Theater, Central Pacific Area, ate. Collaboration between the and. tho 
Central dire an, Brisbane (CIS), began with the founding of the latter organisa¬ 
tion by Joint action of the .loyal Australian .'any and the United States Artsy 
in the spring of 1942. tvs will be later seen, this cooperative effort was 
maintained by eeastant iatereemeeunleation, particularly in the ease of the 
Japanese Army cryptanalytic problem. 

From time to time the 35A has received from the users of its products 
letters of commendation for its activity* The most striking ecooent of 
this kind came, however, not in a direct cnareuiri cation to this Agency, but 
in the published text of a letter from General George C. Marshall, then 
Chief of 3taff, to Governor Thomas E. Dewey of Sew fork, dated 25 Septeaber 
1944. Reference will bo made again to this latter, the full text of which 
as it appeared in the Sew York Times is reproduced in the Appendix, So. 4. 
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n. THE ?SODUCTIOH OF IHPOEHATIO# 


CONF I DENT^ 


Kodm intelligence sonriow are able to derive information useful for 
Military purposes fron many aourcss, bob the aost fruitful and aoet authentic ; 
is tbs onsry'e nessags traffic sod the wamtoatiw oyetea over which It 
is transmitted. Indeed, though sassages diffor in value, experience baa 
proved that thora are bo Messages, no natter ho* insignificant in content, 
obi eh bam potentially no lrrtalligeBce value. Therefore, the cryptanalytic 
attach hod to be nade sot only upon the purely xilitary traffic transmitted 
by essay force* but also upon diplomatic, cornsrelal, and private Messages 
aa nail. Seen plain-text Messag es could not be neglected, but the largest 
part of the Intercepted traffic m, of course. In aryprtogrophic for* and 
required cryptanalytic treatment before it could be read. 

Hhila sane of the techniques used by the SSA sere not strictly crypt- 
analytic in character, a. g. traffic analysis, secret ink solution, and 
exploitation of telephonic oaonnicationa, the production of infonoatlon 
involved, in general, the following stepei 

a. Interception of traffic in large volume; 

b. Traffic analysis of intercepted sassages; 

o. Solution of the cryptographic systens used; 

d. Becryptographing of messages sent in solved 

er partially solved systemsj 

e. Translation of such texts as were in foreign 

languages, and 

f. Publication of the texts in a fora useful to 

the Military Intelligence Service. 

A figure in the Appendix (Ho. 3) illustrates the various steps by which 
an enemy sassage passes fro* its originator to E33. (Hots that interception 
has been here represented by the artist as baing porforaad by a aobila unit 
la a truck: aany of tbs intercept Missions sere, of course, p erfor med by 
fixed installation*.) 


a. ibtspceptick 

» Id ciyptanalytic attack upon the coonunicstiona of a foreign govern- 
aent can hep* to be successful uoless an adequate supply of intercepted 
sateriol is avsilabla for study) nor can proper aeasures far. safeguarding 
oer o*n ooBownications be taken without constant Monitoring of the traffic 
emit out by Aasrlnan stations. It therefore became necessary to establish 
facilities for the Interception of radio traffic in large voluao. 


Prior to the ear there wire seven fixed intercept stations located as 
followst 


Bo. 1 Fort Hancock, Row Jersey 

Ho. 2 Presidio of San Francisco, California 

Ho. 3 Fort Sam Houston, Taxes 
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lib. 5 Fort Shatter. Territory of Hawaii 
So. 6 Port HoKinlay, Philippic Islands 
Ho. 7 Fort Boat. Virginia 


Constant a/forta daring the "ar expended these facilities groatly. In the and 
there wars sloven fixed stations, many of which war® far larger then any opera¬ 
ting in 1%1. these alevan, which ware found ouifiaiant to oupply the necessary 
voXubw of traffic, twre distributed as follows? 

So. 1 Vint Bill fares, ^arrenton, Virginia 
Ho. 2 the Sock Haaoh, Petaluma, California. 

So. 3 Indian Croak Station. Mi a mi 3aaab. Florida 

So. 4 Assam, srltna 

So. 5 Fort Shatter, Territory of Hawaii 

Bo. 6 Amchitka, Alsatian Island* 

So. 7 Fairbanks. Alaska 
So. a S*w Delhi, India 
So. 9 asllnors, Cong Island 
Ho. ID Thmana, California 
So. 11 'Jum 

The three largest stations (at Vint Hill. Two Hock, amt Fort Shatter) were 
equipped with elaborate arrays of high-directivity antennas for oll-rouatt 
coverage. These stations had been located so as to sake easy the electrical 
forwarding of tbs intercepted traffic te Arlington Hall and the largest por¬ 
tion possible of intercept missions sae assigned to than. The supplementary 
stations, particularly thorn at Assam. Amchitks, Fairbanks, and Sew Delhi 
were located so as to intercept signals which could not be copied at tho 
larger stations, and in general they had antenna system beamed at specific 
targets or sectors. The stations at Dellaere and Damans were assigned the 
task of aoaltoring United states traffic for security purposes. Considerable 
asaistanoe was rendered to the intercept facilities of the 33A, particularly 
in the period before the ISA’s own intercept facilities were fully developed, 
by radio intelligence coraponiss stationed on the Tact Coast and in the Pacific 
Area. 

Among the new items of equipment developed during the •Jar for use at 
intercept stations were "atulticouplers, “ which allow the signal from cow 
antenna to be oeupled to several receivers) a "Hellschraiber Facsimile 
Recorder," for copying signals of this Osman system) and a "Tico Delay 
Device," which accomplished a daisy at team throe to tan seconds between 
the time a signal is received iM the tine it is neeeesary to copy it, 
making it possible to start a recorder to talcs down the entire transmission 
for later transcription. 

Intercept activity was coordinated end controlled by staff unite at 
Arlington Hall which supplied the stations with technical advice. Speedy 
brunsaisslon from the intercept stations was effected chiefly by spoaial 
teletype lines, which came store and worn to taka precedence over other moans 
such oa cable and air mil. From four teletype lines in operation on 
7 December 1941, the number of such lines grew until on V-J Day there sere 
forty-eix. The amount of money paid far monthly rental of land-lino tele¬ 
type facilities alone reached in August 1945 the large sub of 356,91d.02 but 







by the Arny Cocsnaaioatlona Service, for which no data arc available to the 
33 A. Average monthly volume also constantly grewi 


February 1943 
December 1943 
July 1945 

August 1945 


46,965 messages 
279,034 messages 
391,590 massages 
299,902 messages 


Arrangemente wars also nod* for obtaining traffic fro® radio intelligence 
units operating la theaters of mar; from the fcvyj from the several offices 
of the Chief Cable Censor; and from British cooperating centers. 

3. Traffic Analysis 


Traffic analysis, a procedure which first arose from attempts to recon¬ 
struct enemy communications networks and their characteristics with the aim 
of improving intercept facilities, became highly useful also for two other 
purposest (1) through study of the external features of the message as 
distinct fro® the taxi itself, together with direction finding, by which it 
is possible to locate the site of unknown radio stations, traffic analysts 
were able to provide cryptanalysts with much useful information not other¬ 
wise obtainable; and (2) statistical study of the fluctuations in the voices 
of traffic passing in each circuit, and inferences drawn therefrom, became 
an important source of military intelligence. Traffic analysis con be 
carried on, of course, independently of successful aryptanalyeisi useful 
information can be derived by traffic analysis even before a message is 
readable, but whan the two techniques aro combined, each is aided by tho 
other. 

Wills traffic analysis had bean used to a limited extent in World war 1, 
the British were the first to develop the science extensively in SOrld War II. 
The beginnings of traffic analysis in the SIS date from April 1942. A mission 
was sent to England to gather information and upon its return it was possible 
to sat up traffic analysis as an integral pert of the 313. As a result of this 
mission, efforts of the SfiA in traffic analysis were to be concentrated on 
traffic in the Pacific theater, leaving to GCC3 the primary responsibility 
for that in the European, a logical arrangement arising from geographical 
considerations. 


„ Tho initial problem in traffic analysis for the 334 was tbs solution 
of the cote makers used to Indicate message-center place names occurring 
in teponmo military messages, and tho first success was achieved in 
September 1942. By the following tens nearly all of the twelve nain 
systems had been reconstructed, permitting accurate location and mapping 
of radio stations and circuits. Four distinct major military networks were 
identified, those used by the Imperial GHQ In Tbkyo, the Southern Field “area, 
the Water Transport organisation, and the Any Air Force. The adequacy of the 
techniques used was proved when, on 1 April 1944, the Japanese introduced a 
completely new place-name cods which was almost wholly solved within a month, 
about half of the names being identified within 49 hours. Technical assistance 
given the intercept stations was responsible, at least in part, for the rapid 
increase in rolisse of Japanese military intercepts. 
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Cootributicna of traffic analysis to all It ary intelligence began with 
the location of military oaasaga centers attached to unit headquarters. 

Tho ldeatificatlon of not* and unit organisation revealed troop lecatlono 
and chains of command, thus giving highly Important information concerning 
the Japanese Order of Sat tie. Traffic flow analysis—the study of Taria- 
tiona in traffic volume and patterns of station actirity—gsura indications 
of Impending enemy activity. Convoys Wei's detected and followed merely by 
studying the changes in the pattern of commaLestlaoe in tho Hater Transport 
aode between various saaperta along the route. Analogous studies of patterns 
la Air Fare* and Army Administrative codes led to detection of aircraft and 
troop movements. Analysis of coawunications between field units and their 
hone depots indicated tbs location of Almost all divisions south of Maaohurla. 
The aovsetont of a unit in the field could be detected from its hows depot 
traffic, or through readdro e e ed massages, car by massages addressed to tbe 
unit cods aams in liau of a specific aessage-eentar location. Finally 
Insight into tbe general content of diverse Classen of messages, ^pklaed 
through traffic analysis, aided in establishing priorities in handling the 
thousands of messagas rwcelvad daily. Though publication of daily and 
weekly traffic analysis bulletins began in September 1942, the greatest 
emphasis on bite Intelligence aspect of traffic analysis case In late 1944 
and 1%5, (5hsre deceptive Measures are not employed, traffic snalysis can 
yield a very large amount of fairly reliable Intelligence; sacra deception 
is affectively practiced, deductions from traffic analysis must be used with 
ex treme ears. Since, however, there was currently no evidence that the 
Japanese engaged in deceptive ooewwnicatian measures (a fact which see 
confiraed after V—J Day), valuable results from traffic analysis wore 
frequently obtained. 


C. Cryptanalysis 


Cryptaaalytic procedures are never stereotyped and permit no easy 
desorlptiotu Methods must bo worked out to suit individual cases, but, 
in general, tho following stops usually talcs place in one order or another. 




too pmA emphasis cannot be placed upon the need for ciyptanalytio continuity, 
a topic which bai also boon Motioned previously In connection with the sale 
laboretion of the British (see pegs 9). It is characteristic a t met crypto¬ 
graphers that they tend to introduce am arypiogr*|>hla features end alemsots 
in a conservative Banner. Thus, e am ujrste* will frequently not r ep r esen t - 
a radical departure from its predecessor bat will, rather, be merely a refine- 
asat and improvement of diet mat before* Since this is likely to be #o, 
the cryptanalyst who can start his study of • am system with a good acquaint¬ 
ance with the cryptographic character of the cos Just node obsolete, and af 
others used concurrently by the seas government, will be at a great advantage. 
Xhe basic factor underlying all aucoeo a ful cryptanalysis, however, is eoo- 
stant -m.tchf!:!-'*••><> <*— ,^-iff.cant do tails which nay provide an entry: one 
or another of the operations motioned above nay reveal the nature of tbs 
system but the .*ur*tst eethed is statistical wi±y™±~,. 

In rJorld Bar 1 and for aony years thereafter, such statistical analysis 
wee dependant upon hand methods alone. The cryptanalyst or his clerical 
assistants were famed to ssit» frequency counts or other statistical tabu¬ 
lations of the units of text (letters or dibits), token either singly or in 
groups, by hand, hot only did the process involve on immense amount of 
drudgery but it was also easily subject to serious error, the eye bud to 
keep the place in a Meaningless text while the hand made the necessary 
indications on the charts. BatamUy, the work, to be dependable, had to 
h* jmtnet-nirfT^ i y accurate: the result was that it was bim»-aonsuaing. Sven 
under the conditions of tdrld War I, when the volume of intercepted truffle 
was relatively low, this mts already a problem of most serious proportions. 

As a consequence, steps were taken during the period of pesos to find 
adequate solutions to tbs problem. the facet significant trend in crypt- 
analytic research and development during world if&r XX has been, in fact, 
the extent to which machinery has been used to speed up band aethoda and 
also to psrfera operations which, because of their magnitude, could never 
have been attempted without such apparatus. 

1 very large measure of the success of the S3A in cryptanalysis must 
be attributed directly to this fact. Tbs enotsous increase in the values 
af intercepted traffic would alone have mads head aethods Wholly inadequate 
to accomplish the task set us la this 3ar, fortunately, none of the sassy 
nations seems to have realised the possibility of developing such audduaiy 
^nd the necessity of protecting their cryptographic sjrstuns against attack 
by such means, or if they did, as use tree in the case of the Conans, the 
realisation was nut too dear and Insufficient emphasis was placed upon 
the development of mechanical and electrical analytical equlpmnt. The 
SSA, on the other hand, has hod to keep constantly in Bind, while develop¬ 
ing cryptographis ayslwwn for oar own use (me Chapter III), tbs possibility 
that other nations might also make, during the ’’far or later, similar 
advances in machine aryptanalytie techniques end to prepare against that 
contingency. Thus, any new development In eryptanalytle techniques has 
l^ie immediate effect of causing a converse development in cryptographic 
techniques, and vice versa. This is the fundamental reason why all research 
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and level opsaerrt in both fields most be carried on within a single organi¬ 
zation* 


Several types of Bachinary have been used* The first of these is 
standard t abulating machinery, including machines available on the open 
sarket as well as aach truer? of the sane general type modified or developed 
expressly far the OSA. The netted involves the recording of date on a 
card in shich holes are punched by of a key—punch machine a nd the 

processing of decks of such cards by a number of other machines. 



VJhila few, if any, cryptanaiytic" 
unite have failed to make extensive use of these machines, by far the 
greatest employment of them has been in the solution of the Japanese .Vraqr 
systems. Indeed, the solution and processing of any significant quantity 
of the hundreds of thousands of messages in those systems would have bean 
impossible without these machines. An indication of the growth of the use 
of tabulating machines of this type by the 53A is the fact that whereas 
only 13 machines and 21 operators were at work at the outbreak of the TSar^ 
407 machines had been installed at the peak in Aoril-May 1945, involving 
& total of 1275 persons as operators and supervisors. Hue monthly rental 
for these machines reached a peak in June 1945 of $60,982. 


In addition to standard and specialized tabulating machinery, another 
important category of machines was that generally referred to as Sapid 
Analytical Machinery (RAM). Machines of this category usually employ 
vacuum tubes, relays, electronic circuits, and photeslectrical principles. 

A umber of different types, designed within the S3A for specific operations 
mare developed and constructed by the 5SA itself or in cooperation with 
several contractors, and set up at Arlington Ball Station. One crypt- 
analytic machine costing almost a million dollars, was basically homolo¬ 
gous to an automatic telephone exchange capable of serving a city of 
about 18,000 subscribers and the S3A had two such machines. These two' 
machines were capable of performing operations which, if done by hand 
methods, would have required over 200,000 people. A second cryptanaiytic 
machine, specifically designed to perform a certain type of test by means 
of electrical relays, served as the equivalent of 6,000 cryptanalyst*j and 
" an inproved machine of the same general nature but using vacua* tubes and 
■electronic principles rather than relays, is now almost completed. It is 
expected to operate at Least 500 times faster than the relay type and can 
be estimated to be equivalent to having 3,000,000 people at work. In the 
development and const motion of these highly specialized cryptanaiytic 
machines the 3SA. expanded several million dollars but it could hardly have 
operated without them. 


* 



3. Solutions 


Cryptographic systems have gro w n in complexity .very greatly since 
Sbrld War I, and in a brief report such as this it is impossible bo give 





OenaralUaretoll, in his aam faaaus first latter to Q ome a at D—a y , 
dated 25 aoptoaber 1944, and dlsc&osed in the Joint Congrenaioml Bear- 
lag ia the fstrl Har b o r dlmtob abated that “o«r oda boot* of infox*- 
mt.iftn miaF*! gotetltSanw Xfl 8 uw g > It obtained ftpi snw 

(tahiaa** owsaga* Amo Berlin reporting his iatervi*** with Hitter sad 
other official* to ths Jap a a oa o ttowanaanfe. 1 * (Rr too tall text of both 
tetters, mo tho Appendix, Ha* 4«) 

Tn oddjL&im to <•■*■<« jtBgU*b *ihf *** matod In ctcmt ooo tho 

sod of tho thr beeanao kncrafindgo af its solution ass fortunately leapt secret 
daring tho te t tho tt pm mm ate* began to aee f or dlplflaatlo purp aja to t 
variety fltf otherMgfr iwwmrUp qnrtwna baawd on lntcteoto cryptographic 
priarfplflg* tho spate* used far tha ccea wd natio ns of tho Japan ese attttay 
attaches, for mpl*, provided for eneodlng tha naawsji bf us* of a. tao- 
port oedoj the cad® naamge would than to farther protected by eadpfcwing 
the code message ty an ax&reooly eoaore cipher oathcd* fit addition, the 
toy indicators and assuage matters worn alas disguised. Moreover, the 
rarious cagsjtogrsghie elaaeafcs (cotta book, toy toot^ and so forth; wars 
changed nfe. I..rregilar interview Ste rwali woo the* the beet efCorta of 
a largo staff of the ablaat expert® working eootimocely on this problest 
wore aaaaas&xy to solve the diplomatic and cilitary attach* ay st s as, 

Solution w&g, ewao to, af fee tod in nearly all eases, providing a way 
large mttmw bta juMbatedi «™nir n g is ghdag **.ijg^ attiaa as to 

the lateaf&ens at tha Japanese, cendlhioas la the fur test*. ml also of 
conditions in Harare* fitrtaart, It toe been w&A that th^JBnacso adlitery 
were the best secret agsatw of the Salted M a fctoag on oonctitlon* 
inside ©©copied Bsrepe. 

She vein* of toe intercepted, d aps oa aa diptewatlc and edlitary attach* 
traffic for latelliganc* p n r p e e e a enn tost to lUoBttotod by r e pres e nt ative 
tnenointiocat, bat at the aony thftawl* of aossngw which appeared in to* 

SS4 BoJtetd% saxar o few caa to chosen far tnojjwrton in a brief report v 

sech ee bh£o» PbiX text* of' four a ba w MSto r istto an ewag a s i tppoar in the ,N 

Appaattat a* follow* 

a. Berlin to DaSyo, serial meter 878, part* 14*17 inclusive, 

S3S. Bulletin is* 0*3540, 9 Sweater 1943* translated 
4 Ooowber 1943* aecfc in the «MS (cdlSiary attache ^yateo). 

She tseocage fire®- which tola aaapil* is taken consisted of 
32 parte, all of which worn alttaotelff- tgwnxlatod. a* 
fu.il text* too Icog for rapro rt a atloa fcerw* 1* * rapes* 
of a visit rod* in the fell of 290 by a subordinate of. 

Baron Oehlaa to tte C a rom western ftotilirottenae the 
uriHtjr y CD cOOtafOOtt la thiv 40Mii*g* WSB Of 

i noala ute b le whan fcag e to too plenatag of tho invasion 
off htoh Ha* Ippoadix, to. 5„ 

b. Berlin (GsSiica) to fohyo, serial mates* 988, parts 1-3, 331 

BalXetta to. W3493a* 2fi tegaat 1944, translated. 12 August 
1944* root la the JAB (4 lp fia atl a) syotea. This sessago, 
her* rajwodtKsed in foil, he* bean tesmltod by officers 
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sort than an of the longto to white may feraiaa gmarasmate bum 

to m to teprsvlng toe ir writ***, torgsr end an a ntent i fte a ny eaastruoted 
aodos were latrodausdj saopleg radio preooctarws and eagaqr an oip h e iwwnt 
system wore addodf wad intricate olpfwr osefalnea sere developed, ay the 
year 1929, shea tke outbreak of nr to ftimpe earned the first substantial. 
^Wtaeim of tbs SIS sited 1730, cryptanalytioal attack was boing Centered, 
in ecoordanoe adth direetivoo firm a-2, upon too diplnseatto oo sws ml ca tion s 
of four gmsca—ate only* Japan, Qcwaany, Italy, and Mexico, sort: having 
boon begjis in that enter, the group andiaod to Bsodcan system, however, 
nrpurVtf its activity early in 1941 to tooted* system ate fay sever*! 
other goraraaMt*, bote in tfae Ssstoro aa* Bestsra B e trispfter s, spsw tifie ft ll y 
teem ef Frame, Spain, Portugal, Brasil, and a few Sp a nish . te a tl tia ti countries, 
Is noted «bah, all system torn far ttaoad aar* catitey dfplwMtfn in 
sDanotsri lated, traffit of otter ntofniat was. tftnn later* 

cepted. ItOrk proce e de d mla eg these lines, effecting solution* white will bo 
dtetissabd ia greater detail a little later, but so far as cryptanalysis is 
concerned, this was toe situation extstiag on the day of the pssrl Barter 
attack. 9y the sad of tbs tor cryptaaalytio attack bed bees directed against 
tbs aryptoa»}kde system of every gewnmsat white uses than except only 
our two Allies, the British sad too soviet Uhlan* 


to &&as 2 £ &a &£*et4& ss& SBtea% 

Die first diplnaabiO system to reevlvo attention ia the SIS mrs tbs 
Japanese, end £ron 1933 to l%l.alesea mb system were. studied sod solved* 

Per the cost pert they wore act greatly advanced in cryptography frm those 
solved boferw 1990# but ia two wsfteTna sSpfaere, ths ssrllcr ef whiter hsd 
appeared fay 1932# ten daymans dteseetmted tost they had read with profit 

ia shite Behest 0* Xwxtlay, forwsrly an of fleer 
asiaim* Ite w wte y rtwihrt to too world 
5 fbmign cryptographic system, 

the aateiao ciphers presented cryptarwOytle problem of greater difficulty, " 
involving nut only ths reeoastructlon of o otwyltoated astelas fate slow team* 
after toe day-to-day rsoovery of a great amber of keys, toe second of them 
aashinse, iofcrodacsd ia 193$, was auto wore eowpXoK than toe first sod ratndr- . 
ed olm at -too yam of concentrated study to solve i its solution fay the s&u 
t totesistod by any other «&ptea*2jfcl« ergm i sa t i c a, represented an achieve* 
swot of first aflgdtado and iaportaage. It Is now kmwa that the Qtmaaa 
er^aaitetions att e t yted to* fete sad failed# so did toe very .itnuy etaufr British 
orga n isa t io n, It w» ia February of 196$, that ss S3A caypUaalytio mission 
to lewten . te Oj nat e d - with too. details of toe oolafelao together 

with « aaehina* ecnatrtwt'ed for toe purpose, to facilitate toe decipher ns nt 
of mwOT&ss , the rtwnrtabla feature of tote eolation was* tfa&t a machine 
capable of deciphering the Japanese cessagws was raco.-artructed Wholly by 
tMlyiisi the $31 fan* mvar seen owe of too Japanese each laws, the 
toportance of this eolation sen hardly bo avei**sttaat*d. 


knerfcaa sucoaseoa ia eelvin 
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In 9XS os “worth all the expenae® of Maintaining the 33A. 1 
The tost describes eocrrvrtsatlon* vith the hood of the Tadt 
organisation, Albert 3 poor, la which fcha latter revealed 
to tho Japanese, and, thus to us, highly important infor- 
na&ion eono aml ag the production of mmitians la Gemany. 

See Appendix, Bo. 6. 

«. Hanoi to Tokyo, no aerial nu wbo r , SSA Ballet In So. B-164499, 

22 January 1945, translated 1 February 1945, sent la the 
JBB (diplomatic) aystea. This Message is important because 
It -cvc a lc that the Jananeao were Interested In obtalnirc 
uranlne. See Appendix, Be. 7. / 

d. Moscow (Sato) to Tokyo, serial masher 1476, 33 A Ballet la Bo. 

Spee. 0CL1, 29 ctaly 1945, translated 30 July 1945, sont in 
the JjU- 2-JAJ (diplomatic) ay sterna. This throe-part sassage, 
the translation of which was available to President fruaan 
daring tbs Potsdaa Conference, reveals the activity of Seto, 
Japanese Ambassador to Boacow, at the tine of the conference. 

See Appendix, Bo. 8. 

It trill have been noted that while two of these four neosagdo were translated 
within two days after they ware trananitted, another took about temidjye and 
the fourth nearly a acmth for translation. Delays of this kind any be attri¬ 
buted to a msdser of factors. In the first place it frequently happens that 
a cryptographic systaai ie of each a complex nature that a considerable velum 
of traffle amt be nailable before successful cryptanalysis oan be initiated. 
Hence when only a singlo or eve® a few aeoeages have been intercepted it aay 
still require several days or even weeks to elapse before there is sufficient 
traffic available in the s earn key to permit solution. Secondly, a sharp rice 
in the voleae ef intercepts way create a backlog of unprocessed aesaagee 
which mgr take several days to alisinate. Thirdly, there is the question of 
translation* in the case of Japanese texts, for example, in spito of the 
great efforts nede to train competent Japanese translators there never were 
enough of these to keep up at all time with the production of the cryptana¬ 
lysts. To pr e v en t highly iaportaeft aoseagse containing lnfornatioa doatand- 
Ing Imndlame aottew by KIS ftraa being laid aside until the information was 
too late to be useful, a policy was adopted of scanning the oe asagas as they 
4 beoaws readable in order to sort thea according to the degrao of urgency. In 
spite of these difficulties, however, it frequently happened that cessagea 
were intercepted, decoded, translated, and placed in the hoods of JOS befbre 
their ad dre s s a s s wight be p res u med to have read them. A conspicuous instance 
of this kind was the fauas sassage by which the Japanese trananitted through 
the Swiss O o T W r w aat their Intention to accept tbs surrender tense. Tho foot 
that the Ja pan ese had accepted the Allied term was known in the IBS several 
hours before the Swim Miaisber was able to give the naeoage to tbs State 
Bupartmsnb. 






(2) Japanese Anar and Air gorge Traffic 

The faUaitog paragraph is quoted fron a aoraownfqoe which appeared 
In The 3aw Xgpit ggw an 4 Septedxsr 19f*3* 

Tuvalu Gar strongly escorted peril im booboro attacked an anosay 
convey of fin gorge skips and two destroyers which arrived 
during the night with ratnforeaBanba and supplies for the 
sosay garrison* Owing in at Masthead oar bonbera 

soared direct hits with 1,000-pound baebe an thro* freight 
transports, soak of 7*000 tans* sinking then. In a d d it i on, 
ana of the escorting warships and a 1,000-fcoa cargo ship 
sustained direct hits ana wars left a hlas e . Jhnaroue a a all 
harbor graft were destroywd by strafing. Intense antiaircraft 
barrages ware encountered and barrage h e l i n e ns frsn ship and 
shore wore employed in an aado^vor to halt our Ion le v el attacks. 
Thirty-five fighters flown In ffcoa the raw* bases to protect the 
convoy were intercepted In the air. Twelve of these were downed 
with sight others probably destroyed and five d&aaged. Three 
of our bee&ers and one fighter ware lost* 

Sots that in the entire ooa*anique thure is no wapiaiwtioa of tbs nsthod 
by which the Awarlean awaandsr la the tear Cfctinaa area learnsd of the 
presence of the coremy at TS o ws ta the ispression is given* ma Inde e d wee 
Intondod, that the good fortune of the hrrdrtng elusion in finding tbs 
c onvo y acidly wu the result of chance. Yet this was not so. A massage 
had been intercepted and read by the SSA (oa 20 August, nearly two weafcs 
ahead of tine) which foretold to the Japane se at ttewak the arrival there 
of the convoy on the first or second* for tha fall text as translated, 
see the Appendix* So. 9. lbs Message in its Sngliab font wee forwarded 
speedily to BIS sad thanoe by radio to the proper eonaandar for his use. 
This instance is* of course, only ana of ssny which could be adduced to 
shew bow in an age of radio comuadteatidna the necessity of forwarding 
an intercepted test thousands of alias to a control agency for decipher- 
■ant aad its return Stas aado readable cause* little store daisy titan 
would have taken place had the cryptanalysts boon at soric at the points 
of Interception. 

In order to prevent the Japanese cosamnUer at tetnk fron saspoot- 
♦lag the troth* pwawtiow wave taken* in accordance with rigid regale- 
ULans* to provide an additional source of the lnJCamatian d)ldi be weald 
naturally suppose to bo the only one* namely, reconnaissance pianos wore 
pent over Twwilr. 6a aany ocesalras* In fact, Anarlosn cosmnriers ware 
in psosesedoa of valuable InfianssfeJLon provided by the SSA which tkgr 
oould not nos h e easss to do so would base run the risk of revealing ts 
the Japan e se the feet that their secret cb— ntmtla» were being read 
by us. The ability to conttnaa reading the traffic as a whole was often 
a military objective of greater importance than that involved in the 
successful completion of a specific cdsadoo. 
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Ths boobing of the convoy at BMc, as Just dcseribed, Is a gsad ex¬ 
ample of U» effect af ths translate— of an i s s latsd —sags- onl y the 
third part of a t h rss p art message had boon trasalated la time—but map/ 
massages, which Individually are loss ctriking, whan taken together sod 
coordinated by HIS, permit ths aseempliahaant of even acre speotaoular re¬ 
sults. Ths following paragraph is taken Aron a mtaoraadtK prepared by on 
officer la US (27 March 1945; • 


gee of Ultra [ = SSAl Informat ion far Attack 
on Japaaoes Troop Conroy 

1. lafomatAan received . Ultra traffic on and shortly after 2 April 
1944 revealed Japanese plans to sond s largo ooeny, designated as ths 
"TAR* 0 Conroy, to Mslnshers and Row Quines* Ths convoy, oossistlng of 
alas nsr eh sat vessels and shoot twelve eseorto, sailed from Shanghai 
for the south in ths latter part of April, carrying 12,874 troops of 
ths 32nd Division, about 8,170 troops of tbs 35th Division, with equip- 
nest and other military supplies* Messages furnished ths idastlty of 
the ships and fall details about the treepe and eargo lo ad ed on eaeh 
ship. Traffic analysis disclosed the approximate date ths oooroy was 
scheduled to leave Shanghai for Manila and provided current informa¬ 
tion on ths convoy's approximate position on its trip froa Shanghai to 
Manila* Before the departure from Manila on 1 Key, messages revealed 
the following information: 

a. scheduled noon positions for each day free 2 May to 9 Kayj 

b. on outline of an altsrast* route to be followed only an re¬ 
ceipt of special instructions} 

e« a plan to divide ths convey into two groups on 7 May to a 
point I of Balaahera, das part (presumably ths 35th Divi¬ 
sion ships) scheduled to go on to Manekwarl, and the other 
part presumably (32nd Division ships) scheduled to go on 
to Waslie an Balnshsra* 

2* Action taken . Information an the composition, loadings, a uvaa a a te 
of the TASK Convey was forwarded to the appropriate field eoasanda, as it 
became available* 

3* Owerati cnal results. On 26 April the oonvoy was attacked by nrthw- 
rias at a paint JO a. W of Laoag (HV Laaan) and one ship was stnk. On 
6 May the convey was again attacked by submarine 100 a. HW of Henade and 
three additional ships were sunk. About 4,000 troops together with ord¬ 
nance and ether supplies were lost as a result of those sinking!, in - 
eluding the Commanding Officer and 2,700 troops (substantially all) of 
the 220th Infantry Regiment of the 35th Division. Two Japanese divi¬ 
sions, both critically needed as reioforeeaaata, were thus decimated and 
their effectiveness seriously reduced. Both divisions hove since been 
net In eoahst. The above information co nc erning operational results also 
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4. Ultra tttgrjfll used . Preparation of the intelligence dispatched 
to the field commands required the sanlnatlon and integration of a 
large number of separate and frequently fragmentary messages and traffic 
analysis. 

The fact that the two examples already chosen sere both concerned with 
the sinking of convoys should not be allowed to give the Impression that this 
was the only phase in which intelligence ns derived from Japanese Arsy 
sassages. To quote again iron the report already cited es prepared by an 
ms officer: 

A a3 Say [1944] message, available 1 Jens, mentioned supplies needed by 
the 13th [Japanese] Aray (controlling operations In eastern Row Guinea) 
which seat arrive at hswak by the and of June in order to be of use In 
'•the attack oa Ait ape .* In a 24 June message, available shortly there¬ 
after, the Southern Amy stated that the 13th Aray would attack Aitapo. 
Tarloua other fragmentary messages, all showing tint an attack an 
Ait a pc was planned, were also received. On 25 June there be cane 
available a 20 June sassage fron the 18th Amy reporting that it was 
planning an all-out attack against the 0.5. Ait ape perimeter, to begin 
about 10 July and giving the detailed dispositions of each division 
under the coamand of the Arsy, plus tbs planned operations of each 
division in the attack. Total strength of the forces involved was 
stated in the message to be about 20,000 .... All of [this] 
info mat ion was made available to the Ckmcaander-in-Chie f, Southwest 
Pacific Area, before the date of the planned attack. . . .The 
Japanese attack waa made on schedule and was completely defeated with 
heavy losses to the Japanese* 



The resulting U. S. action was reported by The Sew York Tings in three 
eoaaagiigtiu, as fallows: 

Advanced Allied Headquarters on Sew Guinea: July 12 Coeammique: Aitape- 
Bewak: oar medium units attack planes and fighters with tsssty tons 
harassed eaeny—occupied coastal sectors froa Sewak to Tafrsaal, starting 
fires in bivouac and supply areas. Air and naval patrols attacked 
lines of cosaaunieatioas. 

July 13 Casnnaniqu&i 15,000 Japanese troops trapped between Alt ape and 
f Bswak on Hew Guinea since April have started a desperate battle to 

fight their way to the northern part of the island. 

July 14 Communique: Our outposts inflicted heavy casualties in. a pre¬ 
liminary engagement with an enemy force moving westward, apparently 
to attack cur Ait ape position. Our medium units and attack pianos 
with 53 boss of explosives, struck enecy concentrations in the Yakamnl 
and oewak areas. 


The examples just given show how the product of tho Japanese Army crypt- 
analytic projects was of the greatest value in military operations in the 
Pacific area. -?e must nos turn to the steps by flbich ths product was made 
possible. Before the Har aJt^Uby Merit conaunicatione 
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oystflM of tte Jtpeatas Artsy bnl| for lack at wfftdlwit titf£U ate ajpt» 
analytic personnel, bean fruitless. 2 b tte sosaer of 1941 tte British and* 
available a fair Mount of traffic ate tho wwlto of Inv«afcl«atl<si* of thin 
notorial carried on by than in tte R» East* Sons au cca ea ted boon achieved, 
but the Japanese bad, tgr Introduce. lug certain changes, thrown the Brl tleh off 
the track* correct aaterlal vm no iongor readable, finadLeteiy after tte 
attack on Pearl Harbor aaro SIS per anneal warm aaelgnod to tte ihpwww Amy 
problaao, but little be dens "ir*vr*- to Mrt ate file tte tra ff ic. Them* 

cryptanalytic oontlmity was broken for a tins. 


caspared rou^bly to tho operation of domt! stung a building tqr awtnrartniag 
Its substructure and earning tte building to oaULapso gnrtdanly; eteo solution 
Is more like a ainlng operation, tte ore is takes out of tte altar hit bjr hit. 


I$r tte Hgfuan of 1942, henwar, traffic eaozese had been established 
ted oara poresancl had been obtained, m that considerable attention could 
be given to those problasaa. Tho netted of attack Which soessd snoot likely 
to prove tmcoeeafkl eu that of going hack to tte loot period of British 
eolation ate attempting to week forward, stop by atop, to currant periods; 
in otter words, to provide cryptanalytic continuity. This historical oat ted, 
though socaingly a long way route, sue really tte only recourse ate It was 


) 




fully Justified by the results. 3y January 1943 progross had boon made beyond 
the period of British success, and at the asuao time ancouraging results were 
being achieved in the recovery of coda groups for addressee, which had pre¬ 
viously saeood so hopeless a problem tjiat outstanding British oryptanclyets 
had counseled dropping the study. In April 1943 tha first break into a 
currant system (that used by the Japanese Array '.later Transport organization) 
was mode possible as the remit of a mistaken notion oa the part of the 
Japanese that so ranch security was provided in their current system that a 
much nailer number of keys was adequate for the enoipheraent of the indica- 
tors. In this instance the entering sed ge was simultaneously discovered 
(almost In the very same hour) by personnel of the 53A at Arlington Hall and 
of the CBB In Australia. It was most successfully exploited as the result 
of the constant collaboration maintained by daily intercommunication between 
the two organizations. 

The result of this initial solution was a reorganization of facilities 
within the ISA leading to considerable expansion in personnel and services 
devoted to the Japanese Array problem. Qltimately, the imatoer at work on 
these preb 1 aas exceeded that of personnel at work on all other cryptanalytic 
problems combined, and yet thane never wore enough trained workers to carry 
out fully all phases which naeded to be denst the aan-power situation was 
such at the time that the demand for personnel was always greater than the 
supply, and even when the noeds were temporarily filled there always was 
eceae delay between the tine new personnel reported for duty and the time 
they were ready to participate effectively in actual operations, because 
preliminary training was usually essential. 

By early Juno 1943, two months after the initial break into tbs dystem, 
translation of rater Transport massages were being forwarded to JfI3. There¬ 
after, until almost the end of the "Jar, the tfcter Transport system provided 
not only, a broad picture of the Japanese Array shipping organisation and activi¬ 
ties bat also, froa time to time, information regarding specific operational 
movements of which the logistics problems were discussed in ftster Transport 
messages. To quota once more frees General Bar shell’s letter to Governor Downy t 

"Operations in the Pacific are largely guided by the information we 
obtained of Japanese deployments. w« know their strength in various 
garrisons, the rations and other stores continuing available to theca, 
and what is of vast importance, we check their fleet movements and 
„ the movements of their convoys. The heavy losses reported from ties 
to time which they sustain by reason of our submarine action largely 
results from the faet that we know the sailing dates a-od the routes 
of their convoys and can notify our submarines to lie in wait at tha 
proper point. The current raids by Admiral Halsey’s carrier fore os 
on Japanese shipping in Barilla Bay and elsowharo were largely based 
on timing of the know movements of Japanese convoys, two of whleh 
were caught, as anticipated, in bis destructive attacks." 

Although, undoubtedly General Marshall included in tide tribute to the signal 
intelligence services the very outstanding contribution from the signal 
intelligence service of the Kavy, for fleet movements aro mentioned, the 
bulk, however, of the information of the type cited same frost the .03A. 
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gelation of tlja aala Ground oysiew ms <*f f acted by a series of 
dbconrios that began in ttap 1943 and culminated in doeipbunoent of 
ms sages In September of that year. Also, tqr tbs sunasr of 1943, solu¬ 
tion of the addre.' B ayotec had reached a point where the addresses of 
Our rent intercepts wn readable* Keaooat ruction of the address cede 
books* which bed hitherto boon carried an exclusively by s British 
orgaatzstien in India* tooon as the Cureless Sjjxs risen tal Canter (3SC), 
nu non undertaken at Arlington Hall* 

The order of battle total Ifgenus derived from daily lists of the 
addresses of Jopenaco drop units was a useful adjunct to tbe text of 
the sssaagas end even supplied knowledge of ailitary operations la 
periods shea tbs sassage* thessalves sera not re ad a b le, thereafter* 
despite repeated changes rad innovations sad* by tbs Japraoss in their 
cryptographic ay®tone* aolatioa sea enatliwnne* though on oeeanlon it 
ms temporarily delayed, the knowledge of Japanese cryptographic prac¬ 
tices sad previous solution of the basis ends booh pamitted the reading 
of periods Which, Iron a cryptaaalytic point of vies, were as difficult 
urn tbs systems encountered at tbe tise of tbs Pearl Harbor attack, ayotmas 
vfaiefa bad titan been considered hopeless of success. 

Two stajor technical problems which had to be solved la 1944 rare tbe 
introduction by the J ap a n ese on 1 August of a aes cryptographic practice 
which disguised the system i n di cat ors and a radical shortening of the life 
of one of the baying alaseats used in tbe Aridoistratlve systems. Tbs 
uncovering of tbs disguise ia the ease of each system i nd i c a to r era, of 
oeera«, a j^a^pislt* to the subdivision of intercepted assoegec into 
their respective systems preparatory to any other stops toward solving or 
reading tbs messages. Though tbs iatrodactian of this fsstars night bare 
been a najor cryptaoalytic disaster, it fortunately turned out to ba only 
a miasma, because it was at first effected by an insecure method, and 
speedy saint.ton was therefore possible* a nb n e qran fcly the f tt pa n sas aodjU- 
fled the method to the point where, lad it been used initially, solution 
would have been almost Impossible, filth asotinnity of solution, hoawvar, 
aided by information from aryptograpliic instruction aosxugea and captured 
materials, this handicap was overcocm* 


The problem presented by shorter intervals (five days Instead of 
three weefcs) between changes of keys, was essentially one of carrying on 
.£0?.lysis of one of tbe steps of ondpbaimaat with only about a fourth of 
tbe traffic previously available, was eveotsally solved by a ombiaatton 
of methods, namely, vary careful correlation of ovary piece of Intercep¬ 
ted traffic, tbs use of tubulating ma chiner y, which anahTsd a tremen¬ 
dously large comber of opa rati one to be aads ia a short tine, and the use 
of photoelectric equipment to exploit ftwraiw resulting from messages 
with identical or nearly identical text bat cxyptographed with dif fe re n t 
keys. 


Gaea the Japanese began to suffer military reverses, Urair crypto¬ 
graphic osterlala ware frequently captured and these soon cans to play 
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a vital rale is solution. Bspeoially important wae the capture of the 
basic code books, or of the key books which tbs Japanese could not 
easily replace with new editions and which therefore ware occasionally 
continued la effect far same tlen after their aapture. The complete 
reconstruction of such code books and toy books would have been a long 
and painstaking task which would here resulted in delays in production 
of Intelligence end pocalbly also in sene dUrination of its reliability. 

Yet the continued capture of such materials was not an unmixed blessing, 
since whenever a capture was known or wren suspected, tbs Japanese 
naturally changed as saqy of thsir other cryptographic ns to rials as 
possible. 

Thanks to the care with which information obtained fron the trans¬ 
lated sassages was used, by field on ana nd era, the Japanese seen never to 
have suspected tbs possibility of crypt analytic compromise but, as they 
began to realize that Allied Forces ware able to anticipate their plana, 
they attributed our success to espionage activities. The following 
extracts are taken fron a messaga, intercepted end read by the SSA, which 
was sent fron Pinrasg to Pirn (RITA Coraunications Officer) on IB December 
1944 (Japanese serial number 893, 3SA Bulletin number J-3092-A-I): 

'*.... there are substantial indies dona that the sway has 
understood our important plans in tbs Burns and Philippine 
areas. Therefore, we are I n clined to be soaewhat doubtful 
about the codes non in use Lend] each unit eomaander must 
nnltiply bis alertness toward counter-espionage .... This 
is an order. Furthermore, you should exert your best effbrts 
towards overcoming the deficiencies in the counter-espionage 
set-up, and towards perfecting It. If you fail to do this, 
troubles will arise, sod you must take resolute action in 
facing than, without a thought for yourself." 

Because of actual or suspected compromise, however, changes were 
node so frequently and complications so often introduced in the Ground 
systems that analysis became more and more difficult. By tbs end of the 
For the Ground problem reached the point where the time required for 
solution mode the production of current translations see singly impossible. 
The general intelligence value and t ha speoial eryptanalytic interest of 
the problem, however, warranted studies of the last unsolved period of tbs 
highest-echelon Japanese Ground force system, for which no captured material 
or special cryptographic intelligence were available. These studies, 
successfully carried out during the final months of 1945, demonstrated that 
the development of crypt-analytic attacks had topt pace with the ever- 
increasing co mp l e x it y of Japanese cryptographic procedures. 

On the other hand, no compromises or suspected compromises took place 
in the ease of the hater Transport systems, aad in the latter the Japanese 
moved In an orderly fashion to make their periodic changes. Consequently, 
the cryptanalysts were less hampered by frequent or sudden changes and a 
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fair proportion of the osasagea la each kwy book warm rood currently. Bad 
ob ooRpralaw boon rate la the around syaUmm, the mb an c ocsa sight bar* 
b een a^utemd* Therefore* It La • soot (jwitton itwMwr W B pa a rt . te l 
astorlal gave «b oronll advantage or not. 

far lack of sufficient personnel and because of the apodal internet 
of QCC5 in the Hr system* the 334, did not eoceorn itself to anjr eaoald- 
crahlo extant with thaee aysfcetui until lata la 19A4» Thereafter, sore 
sod sore attention aas derated to the air problesa and the 3S4 emabmlly 
mdw largo cooteflietlane to oamist solution. 

After son early caqprcadsas la 1944 the Japanese signals s y s te m rare 
read frtso tiwe to tlao. the cry pt o g raphy used rae such that, with the Ha¬ 
lted vnlnaw of traffic, aalntlon would hara bean t d tewly <Hfflwlt with¬ 
out a cofiref.il Bed ooda book* bat for tu n at ely at different tiaes aomral 
aoeceostre edi ti ons of the signal* code books ware captured* along with 
the kagr books far a mad x tt * of periods. The text of these systens* which 
discussed r iTTmstiin finquaBlei, am ay lauxQlng traffic* waa of 

special interest prlssrlly to oar traffic analysts. 

mis the study of l o w ea hslan J&paneew system was nwrer considered 
a prionry raqponolbtlliy of the 334* reports On Held agendas wars 
eamtalasd here sad their co n te nt * served as s guide In the training of 
all fiery personnel destined for field agamies. The 334 did actively 
participate in the solution of the lo w o ef teloa sir system known aa 
•9D18SJL" bat only as a rapport for the cryptsaalytie milt in tbs Tndlo- 
Sisk Theater. 

The lopraralan has already been given that bad wore personnel been 
Beds available end at an earlier date, solution of Japanese nilitary 
oocxanlsstiong night has* boon aspendad and expedited. Tad it should 
be pointed oat that bod all the 8. S» Any paraanneL working an tbs 
Japanese Arny {problem, rat only at Arlington Ball Station but also In 
the Central SaMse, at wddbaaa* in the Basal fan Islands* sad in the India*. 
Soma thrafcar* boon grasped together at one crater and enlntfra astlxStia* 
tfaCB boon ceaora&rated* oeaeiderahle aanaoesrary dopllcttttnc, especially 
la tba field of translation* would have been elifdnsted. 0ft tbs other 
hand it soot be adgdtted tliat hod math & consolidation taken place problsaa 
of adwjnigtratlpn scold bora been greatly increased ,bnt the sdmtages 
.gained by the increase ot trained workers all applying their effort* In a 
coordinated attack would bare outweighed by far any adainistrativs dlC- 
ftm&ttasv 4s It was* ra re circuwetances pe r ad tt e d* daplfcatlm wan 
aUttfaated aad* eousidaring the grant distance between ths agencies con¬ 
cerned* co o pe r at io n and coordination effected by the interchange of mil 
ond teiegr^ihio awnenloatlons was good. 

Hi re&pmpmt* It my be noted that In tin signal lntclligeeco field 
the consequ en ces of leak of continuity sad eqpr^erodaeas far effective 
operation iatrotgatelg upon the anttyrak ef baattlitie* are oowfesrs rare 
dearly dosanst rated than in the cnee of the Japanese Amy hl^b-acbdra 
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sacral eotasauiications. It is a fact that during the entire period from 
7 December 1941 to the summer of 1943, none of these coasimications m 
being read. Had this been otherwise, the nilitary situation night have 
boon quite different. To Judge puasijr by the disastrous effect that the 
solutions obtained by os after the autoan of 1943 had upon Japanese opera¬ 
tions, it is legitimate to think that the important early Japanese pene¬ 
trations to the sooth might base met with greater obstacles and that as 
a result the ahr in the Pacific /sight hare been terminated many months 
earlier.. If an adequate staff of cryptanalysts bad been engaged in 
studying Japanese Army traffic continuously from 1939, when the systems 
sere solvable with cooperative ease, complete continuity could have beam 
maintained from the v«try outset of tbs '£ar. after 1939 the systems became 
mere difficult but never sore difficult then they were in 1945 whan, because 
of the possession of a background of knowledge and experience built from 
successful reading of earlier periods, they ware solved. 


(b)(1) 

(b)(3)-50 USC 403 
(b)(3)-18 USC 798 
(b)(3)-P.L. 86-36 







(4) Ger»»" Anar and Air gore* Traffic 

It has already bean noted that a logical division of work batman the 
British and the 0. 3. Governments resulted in concentration of the SSA on 
solution of Japanese diplomatic communications and Japanese military 
traffic In the Pacific theater, leaving the exploitation of (Jarman and 
Italian military traffic in the European theater the primary responsi¬ 
bility of the British. When it is understood that the latter traffic requir¬ 
ed an organisation of over 10,000 people at tbs largest British processing 
center (GCGS) near London, and thousands mors in the field to intercept the 
traffic, forward it, etc., the wisdom of - this arrangement becomes obvious. 

In the tense days of early 1942, however, the advisability QT insuring 
against the contingency that the British organisation working on enemy 
c oaeauoicat ions might be put out of operation by enemy action led to tits 
establishment of an SSA unit to serve as a back-up. Though the SSA played 
the miner role in tbs work on German Army and Air Force and Italian Army 
and Air Force traffic, nevertheless it mads noteworthy contributions. 

The German Armed Forces employed two basic types of cipher machines. 

One of them, a modification of a cosnereial machine known as the Snips, 
produced cryptograms of a vary high order of security, but faulty usage, 
Teutonic love of order, and addiction to stereotyped modes of expression 
made it possible for the British to solve a very large portion of all the 
messages transmitted, yielding intelligence of the hipest value. In this 
work the SSA served as a cooperating and assisting echelon, contributing 
new ideas, techniques, and machinery. As a result of excellent coordiaa- 
. tion of basic research and development with practical operations SSA 
engineers invented and built an electronic solution machine far in advance 
Ajf anything hitherto known for solving massages In the most complicated 
fora of the Enigma machine as used by the Germans. 

In addition to the foregoing, specially selected messages vers sent 
from &igland to Arlington Ball for study and solution by SSA special 
machinery. The necessity for speed brought into use special communic ation 
channels and there were cases wherein the answer to a specific problem was 
obtained by the SSA, wired back and in the hands of the GCCS cryptanalysts 
within 90 or sometimes as few as 60 minuted. 
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Ibe 334 alas mwMwI and besleaUjr trained a large grwp of teoh- 
atelw who war# then swat to ifttginnd to function a* Signal Corps units 
under the supervisory control of the Director of Signal Intelligence, KTO, 
but working la the British unit* with British teehoiciane in a csafclned 
attaak on the problem. Threw special radio intelligence dofcoch- 

manta were established« the 6611th intercepted Miigaa traffic, tha 602tb 
operated special eolation machinery provided fey the Saltish, and the 
6313th engaged in processing activities. Tha contribution of those aolta 
in the eolation of Bcdgne traffic was vary haporiant in tha overall picture 
of 334 aetivltloa. 

Tha Qorrasn Armed Forces aloe used a swim of complex cipher wacibineo 
for enciphering teleprinter cemraaioations among their highest ech el o ns. 

Sera again the 334 collaborated with the British in inventing and 'ftitlgn 
lag aar aaehlnory as cell as in testing nan techniques and procedures. 

Tteo machines in particular, invented, designed, and built either entirely 
at Arlington Hall Station, or by aa outside contractor working under the 
direction of SSA engineers, were than shipped to England; both, vara suc¬ 
cessfully employed by British technicians, assisted by SSA experts, in 
work on these teleprinter (to w n s mi cat!one. In addition to asking an impor¬ 
tant contribution to the victory la Europe, the experience the SSA gained 
in such collaboration will, of course, be very useful to the 0. 3. Army 
in future research la this field, <■ 

Mention most also be cade of our contribution in the signal Intel— 

H germs e pora tlaaa la the Mediterranean Theater. Mere- again, the SSA 
ftnddwd kdp and basteal ly-tralned personnel for Sl£tal Corps units 
wwrHng la oollaboratlon with Sritiah forwee on both German and Italian 
secret enwawni eatiano. 


(b)(1) 

(b)(3)-50 USC 403 
(b)(3)-18 USC 798 
(b)(3)-P.L. 86-36 






loyalist fl aww Mnti presented no groat difficulty. Ona important result 
of the surrender was the receipt at a largo body of captured cryptographic 
material going back ever thirty years, tests of the American reconstruo- 
tlons against the photographed Italian original a showed that the former were 
rosjartably correct» the acearacy of the translations aade from the recon¬ 
struct loan closely approximated 100 per cent. Addit local valuable Inf co¬ 
ast ixm was derived from participation is the Cipher Security KLseloa in 
Kona in 1944 and 1%5. Ifaea tha ltd lane were finally allowed by the 
Allied Central Coantaalea to introduce n ewe r aystaws, the SSA was wall 
equipped to begin, a new attach. 


(6) Other Stt.planatin Traffic 

■axioaa diplomatic systens were studied as early as 1938 and grad¬ 
ually the attack spread to sorer other ayatenc in the Spanish language, 
including not only those of Spain itself, bat alee of all ether Spanish- 
speaking countries except only Honduran sod Paraguay, which use crypto¬ 
graphy so little that the supply of traffic is inadequate for solution. 
Fraa 1942 to 1943 all of thaso ayatesa were reduced to a production basis: 
as fast as new systems appeared, they were salved. 


Portuguese and Brasilian diplomatic systems were first studied in 
1941, Intensively after 1942, and by the suamer of 1944 most of these 
bad become readable. The ispertanse of Portuguese traffic is, of course, 
obviousi J$sboa, as ona of the few antral capitals, was a val u abl e 
canter for information. 


Preach systens (these of the VIefcy Government were first studied is 
1941} involved the eoneerted efforts of a large staff since one of the basis 
tenets «t ffeeaeb cryptographers is that a nultipLLeity of different vystsna 
in simultaneous usage, with frequent miner changes therein, will resalt in 
great security. Sinae both the fishy and the fires firensh fl o v erm ae cto 
followed th es e principles, ultinately several baadred French ayaterns were 
known, and & great many of them were nods readable. The traffic of the 
Sedas Oev egimau t provided cryptanalytic pcoM — of moderate diXflsalty 
and owing to the fact that the Swiss served as repr ese ntatives of bslligsr- 
eate In many countries, Swiss traffic was an importaat soarce of informa¬ 
tion. Work was also carried on, though on a smaller seals, in Belgian, 
r Haitian, fapumhowrg, and Baas wise traffic. 

Istn in 1942 work was initiated on tha systems of those govs mounts 
white time: the Arabic and Turkish languages. After a ssde at beginning, 
the traffic of the following g o vor awanta was read: Bgypt, Ethiopia, Iran, 
Iraq, Mww, S a udi Arabia, Syria, TranejardaaSe, and Turkey. Of these, 
by far the most important in production of valnaUm information and la 
extent of the task of solution were the Turkish systems. 


Attention was first extended early In 1943 in the far Eastern field to 
systens used by governments ether then the Japanese. Ultimately, these 
included the Chungking Government of China, which foread the buk of the 
effort, the Wanking Government of China, and t he pup pet g o v ern ment of 
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Thailand. Of into rest in the latter connection is tfa« fact that though the 
SSA was successful in recruiting an export In the Thai language, the sy»tsa 
was found apoa solution to be in English. The linguistic problan presented 
by the Chinese systems was likewise oocaalemally simplified by their one of 
English. 

But until l%k ms it passible to begin the study of the traffic of 
& g r ou p of Central European government* diet ultimately Included the 
Bui Qsmrnmant of Bulgaria, the BayaZtat Omrummat of Yugoslavia, the 
pop p et ffiTornunt of Croatia, the QownhnslfwrHlc1.an Ctovermeot in London, 
the Slovakian poppet governnant, the Polish government in exile, the 
Boyalist d or axus ant of G ree c e, and the Bud G ov er n ment of Bangury. 

Solution of these syatens m {implicated by the difficulty of cbtainiag 
conpetent linguistic experts, bat in the end one or tec systems of each 
of the govemnsnts named had been node readable. 


(7) leather Traffic 


la peacetime information concerning the weather, and predictions of 
future weather, are very important for moot people, and large organisations 
exist in aany countries for the collection and elaboration of mathar date. 
Sash date ere usually transmitted in e universal code called the latere 
national Ba ft enr e l ag laal Coda, kn ow n to ell ooestrles. Airing mrtine, in 
nHItasy epuretlon*, e speci ally these involving aircraft the importance 
of met s wrol s-rioal obs err ations and datatmforseaot matha r ©onditioe* srer 
limited or eatsaaim areas in tbs oarnhat same mod hardly be M ffhnirtu s d . 

Zb is for this reason that such lnfooastion must be amt in cryptographic 
fom, usually by esoiphsring the basic date as encoded in the International 
■eteerological Code. 


Beginning in dano 1942 end co ntl s gj ag for about two years a unit 
Maintained to study the various cryptegrephin system used for this 
by mmy and associated powers. Those effort* ms handicapped by several 
factors« difficulty of obtaining adequate coverage in tins to make the 
inf creation useful, lank of kncvladgo of oilmtologjcal condition, 
particularly in the Far East, and technical difficulties. But the efforts 
to solve the system used by the French, Italians, and Gomans in Europe, 
sad by the Japanese in the FUr East Ultimately proved aucoeosful. By 
this tin*, how e v er. It b wcmg iBCreaoIngly clear that, in order to avoid 
mwmcniisin j dwplicstion of effort with this problem in which the Bevy was 
•Ido, of course, interested, it would ks mare efficient to c n n fl . n s efforts 
of the SBh to the training of field teems, to research and development of 
towhirtqmew, and to oeordinaticn of all waits in tbs th ea t ers of operation. 
By am agreement with the Story, reached as the result of s Joint Conference 
of bony and Bavy officers bold on 7 April 1%4, both services war* to 
continue interception, research and dwmlapast in the field of mathar 
traffic, while the Bury undertook rea^aasdbillty for tbs exploitation of 
the min Japanese weather system. A full exchange of technical information 
was to be sado and the Bavy would dj&aswinato mathar intelligence to lay 
users. Thereafter, day-to-day solution of Japansae weather traffic 
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tfaw taw d oy the SSA. 



(S) SsmmnM Cade Traffic 

Sxpioltatlou of tho information to be obtained free decoding traffic 
scot by business houses and private lndtoMwli in public on—rnial codas 
wee carried on nor* or loo* cantlanaaely after early 1943. Thia activity 
was as t first confined largely to eodso in the cbiaf leagiagsw of Strops 
but wee ultimately extended to Include also a g ro u p of Japanass iroeewrcial 
codes which provided a rich sins of Militarily useful Information consent¬ 
ing conditions in tbs Far East. 

(9) Special Frobless 

la addition to the traffic already described, the S3A had to face a 
number of other special problems requiring other techniques. These in¬ 
cluded the transcription of shorthand documents; the solution of open 
codes, a type of cryptography in which a secret text la hidden within an 
oateaaihly h a r m l ess message} the transcription and translation of 
"scrambled speech," that is, telephonic and radiotelepbanlc conversations 
in enciphered and wnenelphersd fom In foreign languages; sod the solution 
of secret ink massages.: The lest named type involved such work for the 
Office of Censorship as mall as for M38. In this field the 3SA technicians 
««ecspllabed feats not duplicated el se w he r e t the re co v er y of printing on 
doe unonta which had been printed by use of Inks soluble In water, la the 
case of two documents very valuable cede materials ware re cov e r e d for the 
Navy; ana Involved a Osman, the other a Japanese code book* 


S. Sega geagai »«»«*» 

The remarkable aucoess which the cryptaaalytic unite obtained oust 
net be eUomad to create the impression that any of the tastes mas accom¬ 
plished without skill, training, petlease, vigilance, and m e ntal labor of 
the meet exhausting kind. A description sf the essential features of a 
solved cryptographic system may oftem seem end It may be Imagined 

-’therefore that solution sac easy, but this la rarely the ease. Frequently, 
a simple cryptographic tridk may be as difficult to detect as one of the 
more complex varieties; is cryptanalysis the effect of some minor compli¬ 
cating factor, inserted solely to prevent solution, nay prove to be a aer- 
ioua stumbling block though occasionally it may alec prove to serve in the 
and an the entering sedge leading to saint lorn. 

Dm time end effort seeded for ablution, of course, vary with the 
system. A simple substitution cipher nay require only a fee minute**/vtiofck 
by a single analyst; other ays Was may be oo difficult that thetchtirout h-<t 
efforts of a number of poreona working for many months are needed. Of 
the t«o basic types of cryptography, codec end ciph e r s, reconstruct ion of 
the former is, as has already been noted, a alow, laborious process, each 
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code group batring to be identified singly, and the larger the oode, the 
longer the time needed; eolation of a difficult cipher say take equally 
long but success is instantaneous rather than gradual—at one mo m en t the 
cipher is unsolved, the next it is solved* The reconstruction of a cipher 
machine is, of course a very long process, but when this ia finished, the 
keys used in each day ’a traffic aay still hove to be salved as they appear. 
For this reason, even when the machine has been reconstructed, reading of 
current traffic may be delayed until enough traffic all in the same specific 
ksy ban been received to permit solution. 

Systems differ so greatly that a counting of salved aystmee is no 
adequate indication either of the volume of work accomplished, or of the 
brilliance of the achievement of the cryptanalysts. During the Har a 
group never numbering more tlian twenty, and for a long time many fewer, 
succeeded in making readable approximately twenty-five systems. In tte 
same period a group of about eighty persons were needed for the solution 
of a single system. For this reason the efficiency of the two groups 
cannot be evaluated in terms of the number of systems solved. 

A somewhat better indication of cryptaaalytie accomplishment is that 
furnished by the number of governments of which the traffic was cade read¬ 
able by cryptanalysis* At the beginning of tbe War the cryptanalytic 
attack was centered, as we have seen, only on four governments (Japan, 
Germany, Italy, and Mexico), though a start had recently been made on the 
traffic of a few other governments* By August 1945, however, the traffic 
of more than sixty governments had been studied and translations were 
currently being prepared in large volume. The ouaber of these translations 
is really the best gangs of the cryptanalytic achievements of the SSA, 
since they are the final products of the cryptanalysts, assisted by the 
combined efforts of intercept operator's, clerks, translators, editors, 
typists, and proofreaders* A figure in the Appendix (Ho, 10) shows the 
rise ia daily volume of translations throughout the Bar. It should be 
pointed out that every message Counted in this tabulation was sent in 
cryptographic farm: no plain-text messages were Included* Actors 
cansing fluctuation of volume were complex: it is not always possible 
to ex pla in declines, bat on occasion the introduction of new cryptographic 
techniques bad the effect of slewing up production temporarily until 
solution was achieved. 

After cryptanalysis the messages in almost every instance still had. 
to be translated—a small percentage of the messages are transmitted by 
their originators in English -nl after the translations were prepared In 
draft form, they had to be checked for diction, accuracy, and fonaat, 
and then typed for reproduction by the “Dittef process. ’Vaster copies* 
of the translations were then oncer more proofread for accuracy of typing 
and the required number of copies prepared. Following this, they were 
forwarded at frequent intervals daring the 24 hours to U1S. In certain 
cases, where urgency required it, forwarding was either by special courier 
or by electrical means, over special cryptographic circuits. 






Svaa then, the h&sk of tbs SSA was not finished, for it was necessary 
that tba dailjb "554 Bulletin" of translations be read carefully by person¬ 
nel whose duty it was to compile therefrom voluminous information which 
would, in turn, be useful to the cryptanalysts working in other problems. 
Than the fruits of the labors of one working unit could be at the disposal 
of soy ethers that eight need it. Ia this connection it any be stated that 
the free enrehsnga of information and results among the traffic analysis 
units, the cryptanalytio units, the translation and "bulletin" units, the 
oosnmnicstions-security unite, and so oo, is absolutely vital to success in 
tbs whole cryptologic field* 


F. The Pearl Harbor Investigation 

As this report is being prepared, the daily prase is giving each atten¬ 
tion to the testimony diselesed at a Joist Congressional Investigation into 
the causes of the Pearl Harbor disaster. While the investigation is not 
yet complete, all testimony thus far disclosed bee demonstrated the incon¬ 
trovertible feet that ia the period prior to the attack the SIS wss perform¬ 
ing the function for ^licfa it wee inte n de d* Japanese messages wore being 
translated and forwarded to US in considerable daily vaLune. In this eon- 
asetion the testinemy of Major General Shaman Kiles, whe In Deoanhw 1941 
was Assistant Chief of Staff, G-2, an reported in the Washington Banning 
Star on 3 D ec a mb er 1945 (p. 4-4) ia of the greatest interest; 

°Mr. Gesell [counsel for the committee] informed the cosniittee he will 
be prepared inter to offer a detailed record of the handling of im¬ 
portant Japanese message* intercepted during the week before 
Daeesfeer 7, 1941, but not decoded and translated until a week er 
more after the attack. 

"fir* .Gesell said he is gathering data to show the monitor stations 
that picked op each message, when it was transmitted to Washington, 
whether by airmail or radio, and when it was received for decoding, 

• 

"In disc us slag the delay in decoding these messages today. General _ 
Kilos told the committee* 

* ' The astonishing thing, gen tl eme n , is not that these messages wore 
delayed, but that they were able to do it at all. It was a marvel¬ 
ous piece of work.' • 


Attention has already bees dream (see page 19) to possible causes far 
the interval Elicit ia non* esses elapsed between the date of interception 
and the date of translation. It should be pointed out here that It is im¬ 
possible to tell from the ram traffic which message contains important in¬ 
formation and w hi c h does met. Only after all the meseeges have been reduc¬ 
ed to plain teadt can persons familiar with the language pick out the valua¬ 
ble items and give thorn priority in translation. 




2ft oafting public «rll«r raporto of Investigations of the bscfcgroand 
of tbs Pearl Bkrbor disaster, tbs Ctovomaant for security nusa with¬ 
hold. certain paasssgsa* to bad soar boon soda clear by tbs am t wft Coa- 
grsaoicnsl ianstlgstlon, these powAg c oontainod rsfsranoss to tbs 
acossss of tbs £X$ In solving tbs dapa nas s cost secret <11 piratic aystea* 
tbs roasans for congealing tola fact were based upon too oonstdorteions* 

2a tb» first placa, it mt iaporatlvu that every effort bo sacks to provost 
the Japanese from learning tlsct their aoat secret dljpLouvtlc aystan hod 
boon solved, for if tt »7 did lei.ro that fact, ttaj would cost certainly 
sitter abandon tbs sjratsa entirely, in ablet ease the sort of the best 
cryptanalyst® for awe than two yeure would to aallifted, or they would 
as assy stem i ts la the wnrtphsriag pew— aw aatttfaa of 
distribution would permit. la either was, tbs loss to oorreat military 
jntolttpw would tevo boon tr apaoda n s , u Qeaeral tor Stoll otog w aM y 
painted oat in hie letter to (to—- Dwwey already died. 'Kith the 
cessation of hostilities, of coarse, this consideration lesaa its fbree, 
hot there was another constdoratlcn, in the long run anaft nore vital to 
the defense of the lotted States* Any success in solving a cryptographic 
system, if disnloaart to the general public, has the iaaedlste effect of 
stipulating other govoxsaonia shews sassages aey now or at. a later tine 
be water Study to sod—or to laprove their system la each e way as to 
Tender then l apregna bls. Ibis in, of —raw, the ala of all eryptograpbie 
compilation to— et all tiwesi knowledge that a given type of crypto- 
grajby ban bees solved by acy govoroaont will at once greatly ac c e l erate 
the proems of research and devolepeeat* 

the cteHcatian £a 1731 of Qarbort 0* Xardlay’s Ind Uo rwet hook, 
ja rtaw Black Ctoter, had, Intend, ptmeiseay this effect t anny gwrwn—to, 
15S53Sg earn white wore not avea aaafcloaad in the bcok, at cnee began to 
prepare new types of cryptographic system which would at least mt be open 
tn the specific idrefe of at took white Xhrdley bad shown to be — afta l * 

The cryptographic todwlyw white had been regarded as adequate la iarU 
Iter X ware infantile when eoaqmred with these anooonterad in torld tor XX* 

Sad. lardlsy*a book never been p a b l ite od, ante e development in tbs caypto- 
graphle art might never have taken piece* 

Sow that the solution of the Japanese cipher saeMns baa boon disclosed 
to the world, all yrrornaents have bom given notice that even a aywtaa of 
aute high security as ibis Is not invulnerable to attaofc* that several 
g oww rna gotg were aware of the ayatoa is a good praacapticn: at least tec 
(the British cad Owrawm) are tmoss to hove attempted solution without 
aacc s aa sad their aryptaoalysto any well bate regarded a machine cipher of 
this type as indecipherable. Sot only those two gorenawtte bu# all others 
new know toe ffitotnury, and the res* Sot a really todeolpbem&Ie oystew will 
henceforth bosom mm teener* It is ate beyond the range of peiMihfllty 
tote other gsvermonte sill achieve meeem sod that in a ftttnre war the 
caster ftey taro provided himself with an absolutely seenre eystmsu the 
consequences of sate a state cf affairs to the fstfcexdag of cilitary 
lotelli^sace are, ia the light of the recent dwslopaait of the atessde 
bate and its offset upon aSlifesxy tetentqtos, incalculable. 
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in. m PEsasafOTiaa of smmm 

Tha preceding chapter has shown both the potentialities for intel¬ 
ligence pu rpos a a inherent in the study of «oany cnfxrl cations aad tb# 
extent be which* through tbs successful activities of the SSi, tha tar 
Oepertaaot and tbs Ansy sore able to exploit those potentialities in tbs 
prosecution of ^Torld fSar XI. 'Se nos ocas to the really sore important 
obvwree side of the picture: tbs protection of aar own oww a nl o wt . i nns 
agaloet onetqr nigral lntolligaaca sarvicoa* for it wu to b« pnwnd 
from tbs sxpsrlaam of V«rld s«r I that other g pr arn a u nta would also 
atlnfadn ouch ssrvices to subject our caswmLca&loas to carsfktl scrutiny* 
a presumption which was* indeed* fully eonflxmad throughout acrid Kbr XX. 
Sassy sMsaases salved by ss gave oleaivcut evidence that tbs throo aajor 
4xls posars did endeavor to derive intelligence fros our oomwalcatlaaef 
and apodal operations nines the cessation of hostilities haws added 
aueh to our stock of information aonearning anasy signal intelligence 
activities* successes* unci failures. 

Zn considering protec t i o n against otmqr operations of this type* 
the goal sought sue the development of tnchajquna and aa china ry that would 
effectively prevent all poesihility of deriving useful latalllgaace from 
any of our Qo&maaie&tioas* no matter how volaartnooa they say be and without 
regard to the conditions under which they oust be prepared or bandied. 3at 
the experience of oaay yetara of datfdapaaai in tbs cryptographic art has 
shown that the attsLanaot of this goal still Has in the frit ore; seen rtfta* 
tire oeourlty say be regarded as hl^a Mfejiwniint ehen oos considers the 
saagr factors and difficulties that enter into the problem. Zn a brief 
report such as this amt be* it is poasihla only to i n di c a t e in very 
gsasral terms what these limiting factors and difficulties are and hoe 
tfcsy were net. 

the use of radio In silitary ccessunicatioos bad its real bagtanings 
in raorld «ar 1* and since than so important have boon the successive develop. 
swots in the science that the extent to which the succeeaful conduct of larg*- 
scale warfare is new dapsadent upon such oomanications needs no anabasis. 
Coda aethods, although they sera very slow in operation* then predestinated 
in Military cryptography* cod cipher methods* even though a Mb more rapid* 
were generally too I ns e cur e* or* if secure* too cuaberwoas or complex for 
' practical purposes* so that the latter cathode played only a fiinor rols* 

So for as concerned the SIS is its early days* this growth in tba employ— 
sent of radio wasut first that* unless wore aooed r weans and as thesis for 
prot ect !ag tbs voluminous traffic against anm uy solution than maze known, 
or in use op to that tins were developed* cryptography would oanatltafee e 
isast serious impediment to effective signal casamLsation. Secondly* it 
osaafe that* unless mors secure wans sad u e t h a d s were devised Cor this 
purpose* the traffic would probably be acre or lass readily solved by the 
corny bedhuee of tha sheer bulk of massages la tha asaa code or cipher 
system. It was soon recognised that both of those moods* greater rapidity 
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higher NOaltjr, oauld only be 
of aposlfll genfrtnas for tbo 
attention had bow dMoM to those 
dar bseaum of tbo paasity of available 
g pl gg lt gag pieced upon tto 
than. upon that of awitt to protect tbo ccnraa lc atiora t-.maaalttod tfasrofey. 

Bat tdthln a fan years after the 3X3 s&s aatabllabod soots lapartaei progress 
bad boa sad® la the latter Hold that It brought about net only tbo daielap- 
goat of cryptograph io —oao tolofi wn both spe ed y oad s oou r a tut aloo 
quoad dot frootfonUy oncaratod to a mdaUai In ni'yptngi aptdg tboory 
«d pnettet oodog earn to bo replaced alooot oofcirely by dpter rathodg, 
m»aHgr in praferad «hngn in raoeci ty teodBiqnoo and pm c itle oo . 


QMbmgly* bad It bon poaolblo to itoolgn a olagjo — iditno ditdi oan.Ld 
ram all tbo nany dtfforoat recjairaaaate of flood and rahile otyptegrapbl a 
oaeraolsatLaae, steps toward that rad mold horn bora aadertafcan, fbr am 
in 1930 «Mb a goal ms aloofly turagnfnori. Sot it sag sot pog tfM Lo than 
and It la still lapoaofble today, for a v ariety of reaocos, only tbo east 
sellout of chiefs ora be briefly dtaoMsed herein. 

In adlltory signal onreronto allows pmriaion bra to bo node far may 
dtLfforant typos of marts but la the mla thorn ray bo roughly aToral fieri 
radar the beading: of throe categorical 


«. bbMdwtlw systems oood far n aowaul. c atlnoe botraoa high 
ooholsoo snob on the xar Tnpnrtmrf, theater headquarters, 
and the litoj 

b. PXald ay strata mod by largo, lotetradlato, and aaall ground 
or air traits In astral odiltary ope r a t ion s } 

«• Hwatel aystans Car specific parp o oos other than tbs foregoing, 

aitth so thoea required for ctlttoiy attaches, mtn^ry observers 
rad aisatrao, oho* 

lho pgsraraaae of tbo fixed Installations traoraittLns truffle of tbs flrct 
typo is gsm&xL iapoae- fewer raotrlctlong upon tbs ingenuity of tbs daai&» 
rare of cipher aachitw® j also and might ace of relatively little i gpor ta gae 
and the best cnyptograpbic toabt^pm can be ddllnd sifch fra Mbrathwh 
Okft the afchsr bond. In preparing far field use, all sacte of Hatting footers 
•f eater the jdotore, rack as portability, oaapratneee, oaffldont rugg o dn o sa 
at eqpdpwat to stood up under the acwtttlan* of mrfhre and treptes,!. 
slleraagg dUttgaUlw of dWihntbe, dsoggee of ggptentg ahftdUKy 
of tbo tauten fbr ooo by raletirely ankrafeod parooaml*and tbo libs, 
flash faatom nsraaiy fgarent tag ora of the nrad sacra* tostgdqpra Ipsra 
rad aaasrattotg the adoption of system ohich, ratio looking in ora or 
mo of tog desire d foatwog essential bo mgdsls ascBartty, oaonortboloes 
are suitable &r too practioal oo nri d t loas raeouatero d la the field, does 
tactic*! noKsaogaa, In eoatraat to adbir&atratlTB, am usually brief rad 
require & shorter period of eooarlty. 
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furthermore, the systoa* hav* to be adapted for um with & nuobor of 
different media of «<gn«l consaunleation* D»m include not only such Media 
m are Involved in the so-called “record enmaw nloatioaa," where written 
seasages are transmitted in ths Korea alphabet (dot# and daahea) by tele¬ 
graph, coble, and radio, but ale# madia utilising "voice ooanunicatiana" 
and "picture communications*" 

Xn Korld tsar IX not only oea it necessary to invent and develop such 
machines and systems for protecting transmissions fay all those media but 
they had to be produced in the quantitive required, stored until roady for 
distribution, end then distributed all over the world to users with proper 
observance of security precautions* Each doouaant or device had to be 
accounteu iur with aosolute accuracy* ^placements for systems had 
to be an head at all times because of the continual danger of physical or 
cryptanalytic compromise. Moreover, cryptographic personnel had to bo 
adequately trained in the operation and maintenance of all authorised 
systems* To keep a permanent cheek on the adequacy of current cryptographic 
system# and the method# by which they were being used, end to determine 
future requirements, message traffic had constantly to be monitored or 
otherwise procured for analysis* Violation# of security had to be deteetad 
end corrected in order that they night be reduced to a minimum, since one 
of the soet profitable aids to cryptanalysis is the exploitation of errors 
made by eryptograjshia personnel* 

long before ths Pearl Harbor attack the foundations essential to carry 
out these functions had been soundly laid to permit the tremendous expansion 
necessitated by the Bar. To fulfill those functions only 26 officers and 
civilians were at the disposal of the SIS an 7 December 1941* Only a half 
dosed or ao basically different ays teas were then in effect, with fewer then 
100 separate keys. Changes in cryptographic keying materials were made at 
relatively infrequent intervals, since with the small volume of traffic being 
transmitted in peacetime it was possible to use these materials for longer 
periods* ‘ " 

Za July 194$ ths organization at the SS» for cryptographic compilation, 
distribution, accounting, and security studies comprised aore than a thousand 
of fleers, enlisted men and woman, and civilians. Cipher machines of several 
different types had been invented, manufactured in large quantities and dis¬ 
tributed to thousands of holders (for a graphic representation of this 
r expansion in tents of growth of nustoar of systems in current use and of 
number of holders, see figures 11 and 12, respectively); a large pointing 
plant had been built; vaults adequate to store vast quantities of documents 
and machines had been constructed] couriers carried the frequently changed 
cryptographic mate r ials to the four comers of the world; maintenance 
and repair shops for keeping the cipher aachlnse in good serviceable 
condition had been established] training literature and courses 
of study in maintenance had been elaborated; schools for training 


r •" 
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maintenance, cryptographic, and security technicians had been oatablished; 
and everything essential to safeguarding the cocBiirrt cations of the vast 
military networks had been provided. The result was that the J. i. -uray 
vac better equipped for cryptographic ooaBunicatioo than wa any other 
Ansy in the world. It had the •’tost rapid, neat secure, and oost efficient 
cryptographic amt hi nee and ite carsoiinel vers the best trained in security 
practices. Mow far it surpassed the armies of its enesdae in these respects 
will be told later; tbs anhievamnte of the S31 are all' ths more striking 
shea con si deration is given in this connection to the fact that cryptographic 
oomucioatlons and high standards of seeority of coamunicstian are hardly 
neeaoa&ry or found in civil pursuits, so that competent personnel arm 
unavailable to begin with and must be trained for the purpose. 

Dm security aqulpstanbs diich deeerva principal attention, are, as 
designated by their short titles, at followsi 

a. Apparatus for record c o aau n lcatloaa (cipher machine*} 

(1) 3IGABA 

(2) SIGCm 

(3) SIOTOT 

(h) SIOHIif 

(5) *0CM" 

(6) Converter B-209 

b. Apparatus for voice cbanunicationn (ciphooy mac hi naa) 

(1) SIGSaLX 

(2) SlGJU- 

( 3 ) siaait 

e. Apparatus for picture camauntestioos (olfsjt nachines) 

3IOOW ■ 

faking up apparatus of the first category, the 3I0A3A, or Converter 
U-13A-C, illustrated in the Appendix (Bo. 13), was the result of a long 
period of research and devel^paMct^ which had been began by the SIS os early 
ee 1925. It ms precodad^gjFV lead efficlcct model known as Converter 1W34 
which, because of lack funds, had been put into production on only « 
Halted basis prior to. ths ffar* the earlier model employed a keyboard, a 
feature that permitted rapid operation, and was based spot excellent 
* cryptographic principles, using slectrical connsctlon-changars or "rotors” 
which, by rotation on a shaft, constantly chaise the connections between the 
keyboard and the printing unit so as to vary the,relationship between the 
plaintext letters and thsir cipher equivalents. The rotation or stepping 
of tha rotors was controlled by aa external element (in this case, a keying 
tape), not an intrinsic part of tha caching itself and provided a simple 
mans for irregular op aperiodic stepping of the rotors, a feature that nu 
now, extremely important., and cross from extensive cryptanalytie studies of 
sn. earlier, insecure machine, which, though of generally similar design, 
produced periodic repetitions in the key sequence. 



a 




Kaeb work had been dona on the development of the £-134 and the 
stage of negotiating contracts with manufacturers for the production 
of the machines in volioe had bean reached art’.an, in 1935* SIS personnel 
conceived the idea of substituting for the external keying tape an intei%- 
nni , electrically simple but - cryptographically complex, aee h a nia a which 
would provide the long irregular sequence used for keying. In spite of 
the fact that these technicians thought the new control aeehaniaa far 
superior to that used in the M-134, negotiations for production of the 
b-134 in volume continued, since the adainietrative heads of the SIS 
feared that if a further delay in production, caused by the need for 
additional e xperimentation, should occur, the array might face an emergency 
without machines of any type on hand. Accordingly, the new pri n ci p le was 
laid aside for the moment by the Array. 3ut a few mouths later, when the 
Bevy, dissatisfied with its current machine, was searching for better 
principles to incorporate in a new model, the Army communicated its ideas 
regarding the internal control mec h a n ism to the Navy, with the result that 
the Navy adopted this feature and developed a highly satisfactory model. 
Additional collaboration between both Array and Hsvy experts led to further 
development of the machine and ultimately both services joined in letting 
contracts with the Teletype Corporation for a large amber of machines, 
which became known in the Navy as the Mark II 3CM (CSP 383) and in tbs 
Array as Converter B-134-C, or SIGA3A. The superiority of this Joint 
machine to its Aray predecessor, the k—134, lies chiefly in the fact that, 
though equally secure, it is much more rugged for practical purposes; 
since no tape is required, it also Involves fewer difficulties la distri¬ 
bution. 

Meanwhile, procurement of the JS-134 had proceeded by September 1939 
to the point where 12 converters wore oa hand and 10 more on order. At 
this point certain mechanical improvements wore mads in the £-134 and 
these were incorporated into the 10 converters then on order and into 12 
others ordered at that timet these 22 converters were therefore given 
a slightly different number (U-134-4). In all, there ware ultimately 
manufactured 75 Converters M-134 and M-134-A, away of which ware in service 
long hefare December 1941. They carried the great bulk of the secret and 
confidential high—command traffic of the War Department for some time after 
7 December 1941, foe although by that date the Navy had let contracts, in 
which the Array was to share, for a total of 506 converters £-134-C, delivery 
was so slew that by 23 December 1941 tike Array had been able to distribute 
f only 45 of the machines, fly the sooner of 1942, however, enough 3ZGABA 
converters were on hand to replace all the Converters £-134 ^ M-134-A. 

The 3XGABA continued during the TSsr to be the most secure electromech¬ 
anical cryptographic system in use by any governoont. Constant attempts 
by cryptanalysts in tbs S3A to analyse SIGABA traffic have resulted 
uniformly in failure. Indeed, evidence which hah come to light since the 
cessation of hostilities has revealed that though the Germans know of the 
machine (they called it "the big machine’ 1 ), they had had absolutely no 
success in solving SIGABA traffic; nor had the Japanese. Tbs equipment 
weighs 137 pounds, is therefore semi portable and can be used in mobile as 
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aall m fixed steeasga waters. Alt b na gfr keyboard operation by trained 
^noa»l pemifc* on operating speed of 45 to 30 words a MLmate, this 
oaM per attviriLy quits sacosllaafc ape ad Is a till oat sufficient for certain 
operations. Tbs inadequacy lad to a Joint isagr *od toy projeet covering 
fcfcs research, devalapaant, sad construction of the so-called * ftute H> he, a 
s sachina nhloh peralto high-speed operation of the SIGA84 by a e aos ef 
perforated tapes* an outgoing sassage is first prepared In the form of 
perforated tape; tbs latter is passed through tbs "euto-aba* where the 
Message Is enciphered and e aa e g e s t^tls in perferat ed - t spa form as a 
axyptograsq this tape «aa loan be fed through m y teietjrpe trcnaerlttar 
and sent as a teletype tranamlsoica. 4* the reeeivlng end, the atphsr 
tape is fed through the "eate-eO»,“ the r es ul ting dodpheraent la In the 
fen* at a perforated tape aad the letter can theo ho sensed to pried tbs 
deciphered ooeesge on a teletype printer. 


*mhi»de > 11 hoserar, ess net perfected until slant the class 
of hostilities, In the asa&Uas the t mwtdnue volute of Massages 
cxrhanged aooag the oefly large administrative oeatere of tbs Amy by 
teletype f a clllt lea lauicatod that there see urgent need far teletype 
cryptographic apparatus. The need was net hy the dewelegaunt of tee 
types of Machines to bo directly aac eniafesd with the talstype apparatus 
itself, fhs first of thasa was tbs S5XXM, a Machine invented by £21 
pereonoel end dsvslspad under their direction by the Teletype Corporation 
(eee the Ulttstratlca la the Appendix, fe, 14 } • ittenpta to device 
manhfnes for protecting teletype eevewsdoatlaae gp hack to VorU Bar X, 
shea the tesric** talspfewte sod fsiegrepti GtmptWt corking la close oen- 
j tact inn with the Ssoearcb end Oervl epneot Qtvisloa, CffLn of tbs Chief 
Signal Officer, had developed a cysten and opyaraftae far cipher priHUag 
telegraphy. Bat the apparatna use sot erypto^raphioally secure and the 
easing of pease tel e a rned the dropping of the project. 


siib the Intoaaae of Sorld Ser XX, rwsearab end dewlopesnt of this 
project was resawed fay the SIS. Aa ixpertwh invention in 1999 
in the Intro d u ct ion in 1943 of a see converter, tbs S-228 (aiQCUa), afaioh 
peadte the eiawltaneaaa «atoc»atio eneipfaonnant, trssaatsaion, reeaptiao, 
da dph e a wsab and printing of teletype m—ilviitfone. 3y the scaser of 
1949 the am converter an being used extensively fcetaeea tbs Brtfc&ed States 
end evereess theaters of operation. lbs IMPS bed been das&tfnd expressly 
for use dbh wire trmmLmloa, not for radio, bat soring to the presears 
ref etrecnrabascss, it ess enpleyed oa radio Per a short bios far secret end 
confidential oawsuadeatioac) soon, however, as a result of eeearlty studies 
which east soad ddobt an the eeearlty of the eaohlfw, its ess see liaited 
for radio twansalseloa to osafldenhUX sewages, although it centinwd ia 
use for nsBiPflft Messages vhan trecoaittsd eotlmdy over vita iiau< 3cfc» 
MtftmtXjs oq edagftnM4wi! of a py 5 *** know as 8SW810 she developed uhlsh 
peadmem » lay ef eo ffie ient length is eadphor enatteansZy toe a period 
of twelve hour* without repeating coy pert ef fete key* This was assure 
ooottgi co that even secret sassages could ho transmitted hy redls-teletypa. 
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fee of the important featores of the 5IGCCK and 5ZSHBAD machines is 
that they permit what is called "on-line operation"* That Is, the two 
ends of the aireuit are so arranged that by typing the plain text on a 
keyboard at the ending and, the sassage is enciphered, transmitted, 
received, deciphered, and printed at the receiving end, all in a single 
step. Hat orally, this type of operation greatly speeds up teletype oa»- 
aunication* and Is bl^ily deeirabls. But beeaaea the SJOCtlt v«a not 
secure enough to handle Top Seoret -wssages, another attempt at the 
solution at the problem of providing a hig h ' security system Tar accbliv¬ 
ing endpheraant with transmission was found in the *or»—time tape" system 
known as SIOTOT (illustrated in the Appendix, SO- 14). The basic principle 
underlying all "one-tine" sys te m is the use of a cocapletely—rendondxed 
Joey never rep e at ing within messages and never used a second tisa. This 
necessitates preparation of two copies of the key, one for use at the 
sending end, the other for use at the receiving end of the channel. The 
$1070? is an application of this principle to transmission by teletype 
and involve* the preparation of two tapes bearing identical keys. By 
running the tape through the 3X010? machine the plain-text letters are 
combined with the teletype signals in each a way aa to transmit auto¬ 
matically an enciphered text which in turn is deciphered also automatically 
by the receiving teletype machine throu^i which tin second tape is being 
run. In ordar to insure that the two copies of the tape contain a key 
sequence which is completely randomised, special electronic machinery was 
devised by 331 engineers for the purpose. The limitations of such a system 
are those inh erent in all "one-tiraa systems * difficulties of production 
and distribution of tapes, and the fact that usually only two correspondent* 
cam aownmntcKte by weans of such a system. I2wsre a large center oust 
CMsmsdsate with many subordinate or coordinate headquarters, a "one-hiaa® 
system, cannot be used for multiple-address messages unless each of these 
headquarters has on hand a copy of the keying tape. By multiplying the 
number of copies of the tape the danger to security from physical c ompr om i se 
is greatly increased, and for this reason arr ange me nt s for the tee* of "oam- 
time* tapes with aaltlghe-addrese messages has been strictly limited. This 
was the sort serious inadequacy of the SISTQ? syatmn. It did, however, 
possess that great advantage inherent ia all true "ene-tiae" systems, 
namely, absolute security from crypt analytlc compromise, and assurance 
that whsn kay material is captured, only tbs specific keys captured are 
co mpr om i sed, so that no massages other than those in the captured keys 
oaa be read by the sassy. 

While discussing the subject of "ooe-tias" systems, aontioa most bo 
wade that the principle was adopted feu* use in manual system by the pre¬ 
paration of kqy material printed in pad Than. late in 1943 literal “oca- 
tin®* pads were adopted on & limited seals for use by special tar Sspart- 
aunt agents, later extended to military attaches. Since no two pairs of 
these pads are identical, a high degree of security is achieved. 


The 
development 


E lad to research and 
in the production of 
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Converter SJ-294 (SJQBIS) during tbs latter port of tbs tor. 3ICS1K, 
illustrated la the Appendix (■©, 15), in —pedal ly designed for 
an of teletype. Hie machine io (waller and son ragged then 3ICKUU, 
neighing approxinately 100 pounds, while 3JEQCQK with its assedsted 
equipment wym ever TOO pounds, the c r y pt ographic principle on which 
SIOECCH io based, invented bp SIS personnel, is sesure enough so that it 
can be ased with all alsaaiflcations of traffic an local epemtioa, on- 
line or off-lino 00 wire circuits, but only off-line in the case of radio. 
The security of 3J&E0I eas softest rd in advance of teste to be approxb- 
astely that of the SX0&S&, la ether horde very high, hub lb is p o ssible 
to read two 3K2E0I Message* wbioh happen to have been aosiphezed by the 
soon hey. The probability of such an ooe erraa se, heescer, la very elln, 
and should tee a aaeags o be read by the soeay, the only BMpredss would 
be In the text of those two asesageei an information eoeld be derived 
by the eneny to co s yr ca d se the satire system. lbs system was placed on 
an eperational basis in 1%5 sad before oaaplets reports concerning the 
effectlvons* a of the syst — were reeeived, the Fifth Air Force requested 
a supply of SXOHIg equipment to be pat into ismediato operation. 


Snletioae with the British were, of course, carried on in the field 
of security as In the field of Intelligence bub to a oaoh acre Halted 
extent* Very early la the history of this liaison the dedalon bed been 
reached Jointly by the Amy and the bny to refrain free divulging to the 
British ell lafarmtloo co nc erni ng the Co n vert er »-134-C, bet the problem 
of e system for use in combined operations with the British bad to be faced. 
The British were willing to divulge Information concerning their smefcine 
called tits T&SX* and to supply it in way United quantities and by 
Qaeonbar 1942 that euMse ess being used for this pu r pose to a very 
envTiH extent. Bat later the Any and toy Jointly produced the system 
known as *068” (CG# fade I], aa adapter designed to penult nessagee 
sent with the 3I0ABA by 0. 3. forces to be deciphe red by the British by 
moans of sa adapter which they designed for their TXPEX machine. By this 
arrangemoot satisfactory cryptogr ap h i c nseas ware provided for various 
classes at Coabined OQaaaaieatlone, and the principles ef the SIOABA 
remained inviolate. 


need for a cryptographic cystas suitable for ta ct ical use by low 
was supplied ultimately by the adoption as standard Signal Corps 
equipment of'a devise known sa Converter SU2Q9, a snail maebanioadL, print¬ 
ing nachine (see illustration in the Appendix, 8 b* lb) which superseded 
the H*94 in use at the baginning of tbs Bar. To satisfy the military 
needs the devise bad to be portable, ragged enough to withstand the rough 
handline saec«ftersd in modem warfare, end operated anally enough by 
relatively untrained personnel* Ibe JWO? was oat, however, a ps®fast ef 
development by the 3X3 or S3*, but bed boon invested and davdlapod by a 
Swedish inventor, the 33A contributed certain Improvements and oodels 
were being service tested in 1941. Surge scale production began late in 
1941 , ultimately resnlting 1 a the osnafactors of over 100/100 nachines. 
Distribution was began la 1942 at the tin* of the Berth African invasion. 
Converter £-209 waSgui only 7-1/4 pounds when packed in its canvas carrying 
case and is hand opera ted. t hat Is, it is not provided with a keyboard. 
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Ttw» imperfections of Converter M-209 are that it la alow, operating 
at approximately 12 wordo per minute, and that the eecurity afforded Is 
not as high as desired. This adamant «f loaorarity is largely occasioned 
by Improper or incomplete training in its usage. Wills adequate training 
can be given In a few hours, experience in the field has shown that as the 
result of casualties, completely untrained personnel, such as track drivers 
and cooks, cay be forced to do the work. A security study of STO traffic 
In the spring of 1944 led to the recovery of beys for a mmfeer of days and 
decipherment of all traffic far those days by 3SA cryptanalysts, German 
Intelligence reports have been studied to determine the extent of the enmsy*e 
' knowledge of the Jf-299, end it wee found that German cryptanalysts, using 
a compromised set of lesya captured in the Sicilian campaign, had worked 
out methods of analysis which were based on the availability of messages 
in the seme key. The greatest extent of enemy success in solution, how¬ 
ever, was reconstruction of only five or six ksyw a month out of more 
then 5,000 in effect during the mouths that this device was used. 

So much for security eqjjdpaent for record manual oat lone; we now 
come to similar equipment for voles crvtwwurt rations. The need for an 
even more rapid moans of secret communication and one which would permit 
conferring by telephone and radiotelep hon e- ■•in other words a rfphamy 
(enciphered telephony) device—had long been realised by SIS personnel. 
Gmaoereial speech Inverters, in use in this country and employed to a 
considerable extent ever wire Uses by the British in England at the 
beginning of the flar, were considered far too insecure for U. 3. Army 
requirements. Co nseq uen tly, attention was Ivon to the development of 
equipment to provide far these needs. 

Other Signal Carps agencies working in conjunction with the Bell 
Telephone Xaberatorlee had practically completed development of the 
apparatus now known as AS/GSa-1 (3KMXF) when responsibility for speech 
apparatus development was assigned to the SSA la July 1943* Tests of 
the Apparatus sa them dev e l o pe d revealed that it did aot meet Assy 
requirements. Bespit# its disad va nta ges, the need far some sort of 
portable, simple s p eec h equipment n ec es sit ated the use of SICJJIP, and 
by 1 July 1944 several units of 3IGJZP equipment had been seat to the 
European, Mediterranean, mad Southwest Pacific Theaters. 

Work am the problem of developing » really secure speech system 
continued, however, being done in the main by the Bell Telephone 
laboratories with tha cooperation of the SSA, which was respemsibl* only 
far the security of the system. Finally, a fiwd-plant apoSeh acranblor 
(B6 320-11, known as ffifauty) w pl a c e d in operation an 1 Jkly 1943 
b etw ee n I ft s hfagto e and Lawton. This equipment is far toe ro m plmn to 
describe here (see the illustration in the Appendix, Bo. 17, which shown 
approximately sow-half of one terminal. It can only be indicated that by 
using "one-time * keying records or a key-generating device, S106ALT 
cnamnnl cations achieved great security, and that from «taly 1943 to the 
and of hostilities 12 terminals were £a operation, so that highly secure 
votes erwamni cations ware provided between Baahingtoci and Army headquartero 




DOCID: 3480833 



st tbs following pointss L o nd on, Algiers, Brisbane, Manila, Honolulu, 
Frankfurt, Paris, Oast, Oakland, Berlin and Tokyo. ZntsrcamsLciicati.cn 
was possible between all tho terminals located in the Pacific area 
(including Oakland), and Ukowlse between all terminals in the European 
Theater, Za add i tion, one terminal wsa constructed on e seaborn* barge 
for temporary use in the Pacific at such periods as land teradnals were 
not yet available owing to the raring of headquarters. Shea Headquarters, 
Southwest Pacific Area, were raved from Brisbane to Manila, tbs terminal 
on the barge was towed to t - and provided facilities available far 
use there long before it was possible to dieeseenble the land tarwinai 
at Brisbane, ship it to Manila, and then reeaseable it for operation at 
the near location. The complexity of the SIG3A.I.T aqulpcaant—the 
approximate cost of a terminal. Including installation, awxn&ed to 
$4PQ,000-»* raa such that to Install, Maintain, and operate a terminal 
specially trained personnel were needed. For this reason, tbs 305th 
Signal Service Company was activated by the Amy Coraunicatlons Service 
and a detachment of ten. officers and six anils ted ran, trained for three 
months In the Bell Telephone laboratories, was sent with each terudn&l. 

The great weight of the SltlSAI.T equipment for a single terminal 
(about 90 tons), as well as its large space and power requirement a, 
effectively prevented its use In the field, where the advantages to 
be gained by having. highly secure voice coewoflicatione vs re soet apparent. 
Tbs successful development and important usage mads of the SI3S4LX equip¬ 
ment th er e for e lad to the design and development, by the SSA itself, ef 
& jradi eanllor and lighter version daeigoatod as AS/QBQ-Z t the SH2HT 
equipment. 3e aneh redu ction in adse and weight was effected by intensive 
work and excellent engineering that an equipment that could be housed in 
a 2-1/2-ton trailar and therefore suitable for field uaw was produced. The 
remarkable feature of this derelopmaat is that with the great redaction 
in sine and weight there has been no serious impairment in security i 
SIGsU? is, for all practical purposes, ns etwure as 3 103 AIT. It la felt 
that SICKIT will enrols# a profound effect upon ftetaro dorolopnonts in 
the realm of secure Cemaunleatiaas In the combat zone. 

lastly, we ease to the question of security equipment far “picture 
ctwaunlcations. n Development of facilities for the faariirili trass- 
mission by wire and radio ef photographs, maps, diagrams, and the like, 
stakes passible the rapid forwarding a£ Information of great valus la 
Military operations. The desirability of enc iphering snob tnsnaaiaelons 
had been recognised as long age as VJ2U bat pressure of other projects 
had prevented development of a solution to the problem. Szrly in 1962, 
however, toe third Army became intereetod In tbs use ef telephoto far 
the tsHWBtwfaa of situ&tira asps and other graphic material; the AAF 
was elan Interested In t r a aa a dt tlng we ath er mays securely. As a first 
stop in the solution of this problaa toe 331 was Instremantal in bring¬ 
ing about a survey by the Hntioml Bafease Research Owmctl of the prev¬ 
ious off arte whlto had bean and* to develop clfax (enciphered facsimile 
tmnwalsaloo), and in the summer of 1963 all responsibility far elfsx 
development was transferred to the S3A* Saw inventions and loprovaaants, 
by SSk engineers, tpea an older invention, also by 331 personnel, led to 
the dscalogmant of high-eeewrity apperato* dasigsated as AJ0HA-2 (SIOBHE). 
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of a diagma 7" * 9" 1» 30 slant ea. Safe until attar V-J Dey, hoe- 
•w ( m tit* ttnt operational ^»Ua Installed am the circuit bat— 

»—»«'*« and ffeshingten. B a re again it la thought that this contribution by 
the 38A la the field at rapid and secure fa c e idle equip—at will exercise 

tbra0[ the proesnt aqaipaaat la not aobile end thereto— caoaot be aaad la 
the eoahat same la It# presen t farm, there la no deobt that it, too, aa la 
the eaae at SfflBAlT mad 3TMIT, «aa be ^daUtwini," ao that e ob il e clfax 
eqalpnant of high e a eurl ty will ba c ons available* 

As the Ik* progressed and one by aaa the aore presalBg problaaa were 
solved, it was possible to asaesa the at Miw a w ta of the SSA thee far la 
the field of security. As a r e sa l t, the Cryptographic Plea (SHHBA) wee 
proawlgated la Bay 19A5. It is a stat await of the Basie Military Baqulro- 
esete and the extent to which equlpeeat la current use or la the research 
end deselcpamt (tap satisfy these raqaireawte. The thirteen Basic Kili- 
tary Rsquii—its way be saaearised aa felleesi 


I. A hig h securi ty administrative aystan dasighad to encrypt the traas- 
nleeian aa a whole* 

U. A cipher —chine far use beteean highest edejaiatretive headquarters 
dean to ead iacladlag headqu a r t er s of e field any for all classifi¬ 
cation of traffic* 

Ill. A cipher —china far use by field units down to and Including diwi- 
aien headquarters for all elaadfi—ti—a of traffic. 

17. A —all cipher naehina for —a by Held units within a division for 
all claaelf i a ailao a of traffic. 

V. A snail had pensred cipher —chine for wee by field —its for ell 
glassificationa of traffic. 

71. An alcatrical — chi— functioning — the " o ne t in s • principle for 
uas by hsndqearirsrv da— to ead iacladlag any h ead qu arters for 
e«u—micafeiens requiring absolute se cur it y . 

711. A "pencil and paper* tystea of highest security for special aiesiens. 

Till. A "pencil and paper" aystea of high oad asdl— security far ragmen 
ey a—. 

a. Clfax a q w lp — rtft of highest security for fixed-plant installations. 

1. Clfax e qui p— ut of high and aadiaei security for —bile field unite. 

XX. Cl phony eqai pnent of highest security for use in fixed installs- 





(b)&QG5& : 40334 80 8 33 

(b)(3)-18 USC 798 
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w\ tRippn 

ir StM 


XH. Clpbony •gulp—at of uae la the field with standard Signal Corps e- 
qulpmeat. 

ZZH. Clpbony equipment of median security for use with standard Signal 
Corps equipment but more portable than Requlremant III. 


Squipwont our r a p tly In was has boas da sand adequate for fulfillment of Bo- 
qnlrsawBts 71, VII, Till, and XI, Equipment currently in use ia deemed net 
wholly adequate for tbs fulfillment of Requlremata XX, XXX, IT, and T. 
Bqulp—at now planned for inter ia nee will. It is believed, fulfill Baquire- 
aa n t s XX, HI, XT, XX, III, mad XHX, end equipment planned for wltiaata 
ass will satisfy Requirements XXX, XT, XIX, sad XXIX, This Isares only Bo- 
quiremante X sad X, for which no sqnlpasnt is in use or at pr esent muter de~ 
vslopssat) tbs satisfactory solution of these two problems Has wholly la 
tbs future. 


»«iri 
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1. A typical ISA unit at work. 

2. Historical Outline at Coda and Cipbar ^orfe, 0. S. Anqr, 1861-1%$. 

3. A message iron originator to HIS. 

4. letter fro* Seaeral George C. Marshall to Governor Tfcoess 3. 3 cwy t 
dated 2$ Soptesbur 1944, r ep r admoad tram Tim Mem Tart Tlaoe of 

3 Beeamber 1945 (page 5). 

9. a Japanese reasags from Berlin to Tokyo describing German western 
fortifications. 

6. A Japanese massage from Bar lias to foiQro describing tbs German output 
of munitions* 

7. A Japanese massage fro® Hanoi to Tokyo shooing that tba Japanese 
wit interested in uranium. 

8. A Japanese message from Memos* to Tokyo showing activity of the 
Japanese Ambassador at the tins at tbs Potsdaa Conference. 

9. A Japanese asaeago in an osteoma circuit forecasting the arrival 
of a convey at WSwab. 

10. Bulletin Prodoctioni Average Bail? Volume of translations of all 
types. 

11. Anker of Cryptographies Systems in effect 7 Beoonber 1941 to 
October 1945 • 

12. Humber of Holders of Cryptographic Msfceriale Beaaaber 1%1 to 
October 1%9« 

13* Tbe Converter M-134-C or 310ABA shoeing internal rotors. (Tba also 
is indicated by the standard type*riter keyboard.) 

14. The Combined SIGCm and SBTC* installation. (The siaa is indicated 
by tba standard typewriter keyboard.) 

1$. Tbs Converter 3-294 or SIGBEDf. (Tba else la indicated by the 
standard typewriter keyboard.) 

16. Tbs Converter B-209 reedy for use. 

17. One ead of a 5 Ids ALT toroidal. (Tbs size ia indicated by tbs 
standard telephone equipment.) 
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AAF 4A 

a ha olnt o aeourtty 49* 47 

aoconp H a h—nfr , oryptaaalftic 

34 

accounting 4* 39 

■Mimr 15* 3L, 34 
acowwgr la aaaountlag 
39 

aohlevanant 2* 37 
acfetawmot of cryptanalysts 

34 

aehievqoent of SSA 
17* »* 33* 34* 40* 47, 48 
action takm 3k 
utfarlUn of SU 0 
adaptability of c<0tl|MMnk for 
«■« bp untrained personnel 
38 

adaptability of cjwtotu 39 
tAtftw fiS 44 
additive tony 28 
«U b C——« 19, 23 
address qnrtw 2$ 
addresses of ou r root intercepts 
23 

addressee of Japanese 
Amr unite 25 

•■owiiMf pwwwry <24 
ndulnlntnittii oontore, 
jm 42 

•Malotaot^ro codec 24 
iMalatmtlw control 8 
wrtidnlBbroU.ro headquarters 

47 

adglalctratlre heads of 

82S 41 

atafc&ftiratlve mwmim 38 
Adtaferfctwblve systeM 23, 

38 

Aitadaistrmtloa, J apa tm ae 23 


adninletretian prefalat 27 
Adadral Sal My'a carrier 
forooo 24 

Adjutant General, Dm 3 
advance Allied Beadquertcrs 
la Boo Qulnea 2Z 
iIubohi t^MtbnoXo^SttX 
2 

advice, technical 12 
ASP 3 

Agency 7, 10 
agency, central 20 
egcnales, d ist ance bitwm 
27 

agoaslee, field 27 
agpnai.ee, other eartiae 4 
agendas, other Bar Departant 
4 

cgpneiee* Signal Cerps 45 
agency, Signal Corps 8 
agnate, Italian secret 30 

agnate, Bar Ceparteent 43 
aid to esployees 4 
aircraft 32 

aircraft, dotoefcloa of 14 
Air form 2 
Air Parse co d— 14 
Air Pore* traffic, Conan 
29 

Air Pore* traffic, Italian 
29 

Air Force* Japanese 23 
alrenil 12* 35 
air prefe&aa 27 
air raids, Oeraan forecast 
of 48 

air lawaoteelan 27 

Air systena 27 
air units 38 
Altapo fflnraftt 22 
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Algiers 46 

Allied air order of battle 48 
Allied Control Coeds*ion 31 
AH lied cryptanalysts 46 

Allied cryptographic ayatana 

48 

Allied forces 26 
Allied tens 19 
Allies 17 

anaXcaswtioR 3 
iatfhltka, Aleutian Islands 
12 

>»tgasp ywft a* 

teerioon c o m ant ler 20 

taariean comaandsra 20 
American forces 3 
Anerlcan successes 17 
Aaericaa stations 11 
Aaerican State Beperteant 
strip cipher 43 
Amrican Teles phone and 
Telegraph Conpany 42 
anOfsie 17, 23, 25 , 26, 39 
analysis of as—naleatlowi 
14 

analysis, Senaan astbeds of 

49 

analysis, statistical 15 
analyst 33 
analytical aqalp mnt , 
mebanical and electrical 

AkASQ-l 45 
A*/G«}-2 46 

AR/8U-2 46 

antenna system 12 
antennas 12 
aperiodic stopping 40 
apparatus 40, 42 
apparatus, high-e««urity 46 
apparatus, teletype 42 
app re c iation 2 
apprentice training 5 
Archie jyetens 31 
arbitrary choice 23 
Arlington Ball Junior College 
6 

Arlington Ball Station 
2, 4, 6, 7, 8, 12, 14, 

24, 25 , 27, 29, 30 


Arsed forces 2 

Anar 37, 40, 41 
Any Air Force 13 
Any Casmnlaations Service 
7, 13, 46 

Any headquarters 45, 47 
Any in a future nr 2 
Any in pesos 2 
Any and *avy 44 
Any-Aevy Joint project 42 
Any per s amel, 0. s. 27 
Aray require—r.ta 45 

Any Security Agency 9 
Any Security Agency, Chief 
2 

Any ays teas not read by 
demon cryptanalysts 48 

ASA 9 

Astra, Eritrea 12 
Assistant Chief of Staff, 3-2 

39 

atonic bcusb 2, 36 
attach 15, 2D 
attack, coordinated 27 
attack, cryptanalytic 
17, 26, 28, 34, 36 
attack, Japanese 22 
attack, netted of 23 
attaok of Allied cryptanalysts 
an Osman system 48 
attack on Aitape 22 
attack on Enlgoa preblsa 30 
attaak on Italian syatesis 

30, 31 

attaak on Japanese convoy 

20 , a 

attack on Mexican system 

31 ..... 

attack on YAKS Convoy 21 
attack, period prior to Pearl 
Barter 3$ 
attack. Pearl Harbor 
17, 29, 25, 39 

2%. 

attack, vulnerability to 
36 

attacks, low level 20 

kanf - Y Amu hT ltfllMlT 48 
Austrian signal intelligence 
organisations 48 
"auto-aba," dorelopaent and 
construction 42 







automat la deoipharaaat 

42, 43 

automat io anelphanaant 42 
automatic telephone exchange 
16 

automatic transmission 43 
Axis 43 

Axle posers, three major 37 


backlog 19 

background knowledge 22 
badges 4 , 7 
balloons, barrage 20 
Baroa Qehlme 13 
barracks 7 
barrage balloon 20 
barrages, anti-aircraft 20 
basic decisions 9 
Basis Military Requirements 
47 

Battalion, Coxamanding Officer 
of 3 

Battalion, Second Signal 
Service 3 
Battalion, strength of 
7 

Battle for Runs la 43 
Battle of France 43 
beamed 12 

beginnings and endings, 
study of 14 
Belgian order of battle 

Belgian traffic 31 
Ballaore, long Island 
12 

Bell Tale phono Laboratories 
45,46 

Berlin 18,46 
Berlin to Tokyo massage IS 
blnuae aad supply areas, 
fires in 22 
bombing* danger of : 6 

boating sis skin 20 
boobs 2 D ' 
book, lardley'a 36 
brush exchanges 7 
Brasil 17 

Brasilian diplomatic aystaas 

51 



break in current system 24 
Brigadier General 8 
Srigbttvi 46 
British 13, 17, 27, *5 
British aid 9, 23 
British cipher machine 36 
British collaboration 15 
British contributions 9 
British cooperating centers 13 
British cryptanalysts 24 
British information 30 
British taaehinsty 30, 44 
British order of battle 43 
British organisation 17 
British organisation in 
India 25 

British processing center 
29 

British, relations with 44 
British responsibility 29 
British solution 23 
British sue csss 24 

British systems, German 
solution of 43 
British technicians 30 
British units 3D 
British aad American operations 
10 

the Organisation 3 
buildings 7 
BULBUL 27 
BqLutIa 32 
Bhile tin number 26 

Bulletin, SSA 13, 35 
bulletin units 35 
bulletins, traffic analysis 
H 

Bu rma area 26 
business houses 33, 


cable 10,12,3? 
cafeterias, 7 . 
sall-eign frequencies 2 f 

Caddish OeVarnme gt 10 
capture 26 | 23 ■ > ' 
capture, dangers of 33 ’ 
capture of cryptographic 
materials 25 T' 
capture of hay material 43 
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captured cod* books 27 
captured kayo 45 
captured materials 25, 31 
cards 16 
cargo ships 26 
casualties 22, 45 
CBB 10, 24 
CCU Hark 1 40, 44 

cantor 27, 43 
center for information 31 
canters, Amy administrative 
42 

Central Bureau, Brisbane 
10, 27 

Central Buropeaa governments 
traffic of 32 
Central Pacific Area 10 
centralized organization 
3 

chains of cosmand. 
Identification 14 
change 36 

change connections 40 
change in control 8 
change of eaptesia 3 

change of nano 7, 9 
changes 23, 26 
changes in Japanese aye teas 
& 

changes in keying amteriala 

39 

changes in hays 
25 

changes in security techniques 
38 

changes in systems 31 
changes, periodic 26 
chattel 43 

channels of cossaunicationa, 
special 29 
charts 15 
ohsck, permanent 39 
checking of messages 34 
Chief, Aragr Security Agency 
2 

Chief Cable Censer 13 
Chief of Staff 10 
Chief of Staff, 0-2 4 

Chief Signal Officer 3, 6, 7 



Chlna-Burate-India Theater 10 

Chinees systems 32 
Chunking SoTsrn—tt 31 
olfuc 46 

cifax, development of 46 
a if ax equipment 47 

m ffr-r Buirrhl no 40 
cipher 30, 34 
cipher equivalents 40 
cipher machine 34, 36, 47 
cipher machine, German 
28, 36 

cipher machine, hand powered 

67 

cipher machines 

17, 30, 36, 39, 40 
cipher machines, German 29 
cipher machines, servicing of 
39 

cipher method, secure 18 
cipher methods 37, 38 
cipher printing telegraph ' 

42 

Cipher Security Mission 31 
cipher sedation 23 
cipher, substitution 33 
cipher qrstea 37 
cipher systems, pure 23 
cipher tape 42 
ciphoqy 45 

ciphony equipment 47, 48 
eiphoay machines 40 
circuit 13, 43» 47 
circuits, wire 44 
circuits, cryptographic 34 
circuits, electronic 16 
slrcuits, radio 13 
civil pursuits 40 
civilian cryptanalysts, expert 
4 

civilian strength 4 
civilians 6, 39 . 
clandestine unit 3 
Glass If Installation 6 
clerical assistants 15 
clerks 34 
climate 38 

climatological conditions 
32 



coastal sector* 22 
code 34 

coda book IS, 23, 28, 33 
code book, conpromised 27 
code books, address 23 
coda books, capture of 26 
cods books, captured 2? 
cods books, signals 27 
oo do clerk 23 
cods compilation 3 
code group 34 
cods groups 16, 23 
soda groups, counts of 
14 

soda materials 33 
cods message, enciphering 
18 

soda methods 37 
coda name, unit 14 
coda numbers, solution of 
13 

code, plsea-neme 13 
coda production 4 
code solution 23 
code eastern 37 
cede text 23 
coda, two part 13 
coda, universal 32 
coda, Water Transport 14 
coda and cipher work 3 
Coda and Cypher School 9 
codes 33 

codes, Administrative 14 
codes. Air Force 14 
codes for combat p ur p os es 
3 

Code*, French military 43 
codes, improved 17 
codes, Italian 30 
codas, J&pmaxm cauosrcial 

33 

codes, Japanese doubts about 
26 

codas, open 33 
codes Rubs tan 43 

codas, Turkish 48 


codes, unanclpbsred 30 
codes end ciphers 33 
codes end ciphers, c o mp i la t ion 

3 

codes and ciphers, foreign 

3 

coffee bars 7 
collaboration 30, 41, 43 
collaboration on machines 42 
collaboration with British 
9, 15 

collaboration with CBS 10, 24 

collaboration with KB and EEC 
10 

collaboration with Navy 9, 44 
collaboration with U. 3. irny 
Intelligence Service* in 
theaters 10 

collateral information 14 
ceobat troops 2 
combination of amthods 25 
Combined Cocaamicationa 44 
combined efforts 34 
Combined operations 10 
combined operations, 
system for 44 
Ccswaander—in-Chief , Southwest 
Pacific Area 22 
Commanding Officer of the 
Battalion 3 
Commanding Officer, Signal 
Security Agency 8 
commendation, General Idles 1 
35 

easnsndjation, letters of 
10 

oamsercial cods traffic 33 
oocserciel codes 33 
comaeroial messages- 11 
ooauereial speech inverters 
45 

casaittee 35 
eoasEuiicatlcn 10 
communication channsla 29 
comauni cation eeeurity 40 

communication cyst era 11 
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cofBEuniaatioo with subordinate 
or coordinate headquarters 

43 

eoananl cat ions 
3, 9, 11, 29, 37, 47 

communications, analysis of 

14 

go—nmleatione confidential 
42 

cowBunications, cryptographic 

38, 40 

coenmnl cations, diplomatic 

17 

coanunieations, electrical 
5 

coanunieations, enemy 3 , 37 
ec—lieatlons, future 
military 47 
cos—mlcat ions , German 
3, 30, 48 

oo—mniaations, Italian 
30 

ecu—onicat ions, Japanese 

18, 26, 29 

coanunieations lines of 
22 

oomufiicat ions, nail sad 
telegraphic 27 
conmanlcations, aeons of 
45 

oonmanlsat Ions aeaearea, 
deceptive 14 
cesKunioet ions Military 

37 

communications networks, 
sassy 13 

cons—ications officer, 

am 26 

coasamications patterns, 
changes in 14 
ecBanalcatloBB, picture 

39, 40, 46 

cossranications, protection of 
37, 38 

co—licet lone, reading of. 

Japanese 20 
ccenunicatione, record 
39, 45 

caEnunieations, safeguarding 
of 11, 40 


•oa—ni cat Iona, secret 22, 42 

aovraanicatioas security 2 
coBMuntcatiana security 
units 35 

ocasumication, signal 37, 33 

coanunieations, SIGSALI 45 
one—mi nations, telephonic 11 

iT—nicationc, teleprinter 30 
oo—vanicst Ions, talstype 42, 43 

co—mnlcations, voice 
39, 40, >5, 46 
co-unique 20, 22 
oaapeetnese of equipment 
38 

company 7 

soaps tent cryptanalysts 
5 

eonpetent linguists 5 
compilation 3 
compilation bureau, Japanese 
23 

compilation bureaus, 36 
coop ilation, cods 3 

compilation, cryptographic 
10, 39 

compile cedes 3 
complex radio procedures 17 
ooaplaxiiy of cryptographic 
systems 16 
ooapLleatlng factor 33 
crwiplications in Ground systems 
26 

compromise 23, 44 
oanpranise, aryptanalytie 39 
oo^ronlse, physical 39, 43 
coaproadae, security from 

43 

compromise, suspected 26 
coo^croBised Keys 45 
compromised material 2? 
ooaguxwlses, Ground systems 

27 

concen tration of solution 
activities 27 
conference 19 
confidential oosaeunicationa 
42 


confidential massages 42 
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consolidation of faoilitlee 

27 

construction, n em 7 

construction of "auto-aba" 

42 

content of msaeagaa 14 
continuity, braal in 9 

continuity, oonplet# 23 

continuity, cryptanalytia 

3, 9, 14, 15, 23 

continuity, lank of 27, 30 

continuity, need for 9 

continuity of effort 29 
continuity of solution 25 
continuity of study 28 
continuous solution 25 
contractor 30 
contractors 16 
contracts 41 
contribution 30 
contribution of detachments 
30 

contribution of tbs signal 
intdligoucs services of 
the Navy 24 
contribution of SSI 

(see alee achievements 3SA) 
44, 47 

contribution to war effort 

6 

contributions 

2, 8, 14 

contributions of SSA to 
solution 27 
contributions of SSA 29 

control, divided 8, 9 
control, duel 8, 9 
control, adsdnlstrativ0 
6. 9 

control agency 2D 
control acohcriaa 41 
control of Intercept 
activity 12 
Control of SSA 8 
control, operational 8 

control, transfer of 9 

control, unified 8 

conversations 18, 33 
conversion square 23 
Converter 8-134 40, 42 

Converter *-134-0 
40, 41, 44 



Converter *-209 40, 44, 45 

Converter U-294 44 

converters 41 
convoy 20 

oonroy, attack on 20 
convoy movements 24 
convey, positions of 21 
eotrvoy routes 24, 48 
convoy, TAKE 21 
convey at 3emk 21 
convoys, detection of 14 
convoys, sinking of 22 

cooks 45 

cooperating centers, British 
13 

cooperation 9, 10, 27, 29 
cooperation of SSA 45 
coordinated attack on problems 

27 

coordination 4, 27 
coordination of information 
21 

coordination of intercept 
activity 12 

coordination of research and 
development 29 
coordination of training 
5 

coordination of units 
32 

copying of signals 12 
Cordersan, Brigadier General 
Preston 7. 2 

Corosal, Panama Canal Zoos 

n 

correlation of traffic 
25 

correspondence, diplo m a tic 

28 

corre spon dents 43 
cost of cryptanalytie machine 
16 

sent of radio-teletype facilities 
12 

eost of teletype faoilitlee 12 
counsel 35 
counter-espionage 26 
counts 15 

counts of letters 14 
courier, special 34 * 

couri ers 39 
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oeursom, formal 5 

ooutm*, officers training 

5 

court action 6 

ooTcnst 12, 32 

Croatia 32 
crowded condition# 7 
crowding 6 

cryptanalysis 13, 14, 17, 

1?, 28. 33, 34, 48 
cryptanalysis, aid* to 39 
cryptenslysia, oasie factor 
In 15 

erjrtamalyst 15 
cryptanalysts 4, 9, 13, 16, 
29, 26, 28-30, 36-36 
cryptaaalysta, achievement of 

34 

cryptanalysts, Allied 48 

ary-ptanalysts, British 24 

cryptanalysts, oo ap etent 5 
cryptanalysts, a*port 
aifilian 4 

cryptanalysts, Soman 45 
crypftawnlyota, production 19 
cryptanalyst*, 32s 7 

cryptanalysts, ssa 41, 45 
cryptanalysts, training of 

3 

ogrptsaalytlo aoooapiUahawnt, 
indication of 34 
aryptoneJytio aativity 10 
eryptsmlytle attach 
9, U, 17, 26, 36 
exypfeaaalytia ooapro eU .se 
26, 39 

eryptaaolytie euap r oad ae, 
security fro* 43 
cryptanolytln eontlenity 

3, 9» 14* 15, 23 
ciyptonoiytio disaster 9 
crypt analytic fields 9 

apyjjfcowtfytie interost 26 
erypta^lytlo —shins costing 
a OttUaa dollars 16 
cryptomlytle m a nu als 5 
oryptanalytie —thod 21 
ayptSBalytlo missis b 17 


aryptanslytlc personnel, 
losk of 23 
aryptanolytie problem, 

Japanese /inqr 10 
oryptsoalytis problems 
17, 24, 31 

eryptanalytic prosodurea 14 

exyptanalytio projects results 
of 22 

cryptsnslytio research and 
development 15 
sryptonslytis studies 40 
oryptanelytle techniques 
4, 11, 15 

eryptanalytie trsataoat 
11 

cryptanalytio salt ZJ 
crypts—lytic units 
16, 33, 35 

erypta—lytioally complex 
Mahaaissi 61 
aryptegr— 42 
cwyptogreas, security of 29 
cryptographers 15 
cryptographers, French 31 
cryptographic art, development 
36, 37 

cryptographic circuits 34 
cryptographic cowmanle*tton* 38, 

49 

■jrypto graphic compilation 

1®, 39 

cryptographic compilation bureau 

36 

cryptographic elements 18 
cryptographic festers 28 
cryptographic features 15 
cryptographic fields 9 
cryptographic fan 11, 32, 34 
cryptographic intelligence 26 
cryptographic Instruction messages 

25 ... . . __ 

cryptographic keying satsrlals 
39 

cryptograph ie machines 40 

cryptograph! o mannsls 5 

cryptographic material, captured 
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cryptographic materials 39 
cryptographic actor ids, 
captaro of 25 
cryptographic materials, 
change in 26 
cryptographic means 
36, 44 

cryptographic method, 
Japanese Aray 23 
cryptographic personnel 

39 

cryptographic personnel, 
errors of 39 
cryptographic plan 47* 48 
cryptographic point of 

▼iow 25 

cryptographic practice, 
Japanese 25 
cryptographic principles 
18, 40* 44 

cryptographic proolaaa 
23 

cryptographic procedures 
Japanese 26 
cryptographic puJal leatlona 

4 

cryptographic research 
48 

cryptographic syntax 

18, 23, 33, 36, 44 

cryptographic system, 
olactroacehanioal 41 

cryptographic systems 
9, 15, 32, 36, 39 
cryptographic systems 
Allied 48 
cryptographic aye teas, 
complexity of 16 
cryptographic systees, 
foreign IT 
cryptographic system 
German 48 
cryptographic systems 
solution of 11 
cryptographic technicians 

40 

cryptographic techniques 
4, 15, 34, 36, 38 
cryptographic theory and 
practice 38 


cryptographic trick 33 
cryptographic and 

eryptanalytic specialties 5 
cryptographically secure device 
42 

cryptography 14, 17, 23, 27, 31, 
33, 37 

cryptography, basic types 33 
cryptography, Italian 30 
cryptography, military 37 
cryptological activities 48 
cryptological field 35 
current diplomatic traffic 3 
c ur rent periods 23 
Csechoslovakian Government in 
London 32 

danger of compromise 39 
danger to security 43 
deception 14 
deceptive Pleasures 14 
deciphered 43 
deciphering 16 

decipherment 20, 23, 25 , 42, 45 
decipherment, automatic 42, 43 
decipherment by Steens of adapter 

CCU 44 

decipherment of manages 

17 

decoding 16, 35 

decoding of coucarcial codes 33 

decryptographing 11 

deductions from T/a 14 

defence of the United States 36 

delay 20, 24 

delay device, time 12 

daisy la decoding 35 

delays 18 

delays in production. 26, 41 
delivery of machines 41 
depots, home 14 
destroyers 20 
detachment 46 
detachment guard 7 
detachment, 6811th 30 

detachment, 6812th 30 

detachment, 6813th 30 

detachments 8 

detachment3, radio intelligence 
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da tail* 15 

detection of aircraft and 
troop movements 14 
development 15, 16, 48 
development In cryptographic 
art 36, 37 

development in radio 37 
development of "auto-aba” 42 
development of cifex 46 
development of equipment 45 
development of smehinee 
41, 42 

development of machinery 

37, 38 

development of radio 

COMBinieation apparatus 

38' 

development of SIGRIT 46 
development, speech 
apparatue 45 
device 39 

Demey, Governor Thomas £. 

10 , 18 

diagrams, transmission of 

46 

diction 34 
difficulties 37 
difficulties. Inherent 6 
digits 15 
diplomatic and attach^" 
systems 18 

diplomatic ccmmleations 

17 

diplomatic oanmnnl cations 
Japanese 29 
diplomatic messages 11 
diplomatic system, Japanese 

9 

diplomatic systems 
9, 17, 16, 19, 30 
diplomatic systems, Brasilian 
31 

diplomatic systems, Italian 

30 

diplomatic ays tans, Mexican 

31 

diplomatic systems, Portuguese 


d ip loma t ic traffic 

3, 9, 31 

diplomatic traffic, current 
3 

diplomatic traffic, German 
28 

diplomatic traffic, Japanese 
17, 18 

diplomatic traffic, solution 
of 4 

direct hits 20 
direction finding 3, 13 
directions, prescribed 23 
Director of Signal Intelligence 


310 30 


disclosure 

36 

discoveries 

25 

dispensary 

7 

distributing cryptographic 


publications 4 
dispositions of divisions 
22 

dissatisfact ion 3 
distribution 36, 36, 39, 41 
distribution of machines 41 
distribution of M-209 44 

distribution of tapes 43 

ditto process 34 
diversity 3 
division headquarters 47 
division of responsibilities 

3, 29 

divisions south of Manchuria 

H 

document 39 
document, pr sm sgt 2 
documentary evidence 48 
documents 39 

d oc u me n ts, restoration of 33 
dots and dashes 3? 
double eupsrenciphanBant 28 
drudgery' 6, 15 
dial control 8, 9 
duplication 27 
duplication of 
effort 10, 32 
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Beet ifrlee JO 
8mt#m Bondepher* 17 
X—tern Prlasry Monitoring 
Station 6 
«Utor» 34 
efficiency 34 
**n* 31 

electrical e—etloa 
changers 40 
electrical forwtSiag 
13 

cloctrlcal —chins 47 
electrical naans 34 
electrical relays 16 
CIeclm*aohsni—i oryptogrephio 
eye tea 41 

electron!© circuits 16 
electronic —chinery 43 
electronic principle* 16 
electronic solution —chine 
29 

cnwifg s niny 3 
emphasis, change of 3 
eoplcQrsos 6, 0 

—elpter aoRtiwwcsly 42 

enciphered 42, 43 
enciphered feealalia 
trensalsslon 46 
enciphered telephony device 
45 

enciphering of wsather data 
32 

encipher ins presses 36 
^mlpharoant 33* 38, 30 
saaiyhermet, eutosatic 
42, 43, 46 

owetpboraont of indicator* 

24 

enciphers:opt, stops of 

35 

eased* 23 
encoding 18 
- cr ypt - nt 47 
own<y 36* 43* 44 

eaasy activity, impending 

U 


oonoentratioas 22 
ferae* U 
garrison 20 
—aaage 11* 37 

nation* 15* 48 
operations 37 
pernrs 33 

signal intelligence 
activities 37 
mgr sign*1 intelligence 
services 37 

radio stations 3 
solution 97 
enemy saoeese in solution 
of B-209 45 

treffia 9, 11 

with eaaagr fore* 

22 

engineering 46 
engineers, 3SA 29* 30, 43, 
46 

angUnd 29, 30* 45 
England, alssian to 
10, 13 

fetish- language 32, 34 
Shiga* —shine 29 

prod—, as Lack on 


39 


30 

Snlgpa traffic 30 

enlisted —a 46 
enlisted sen, strength 
4 

enlisted a— and —n a p 
enlisted personnel 7, 8 
enlisted tenon, strength, 
7-0 Bay 4 
entering ©edge 33 
entry, eryptcaalytie 15 
•qtdpnant 48 
equip—at, analytical 15 

e q ei p w n t, cifa* 47 
equipment, elphonr 47* 48 
equipment, dev e lo p— ot of 


15, 43 
equip—tat, 
equipment, 


face ladle 
i&paasee 


47 

29 





equipment, Raw it ana 12 
•qnipoaat planned far 
interim an 48 
aqn.lf—nt planned for 
ultimata ace 48 

equipment, partable 4$ 

equipment, j a a m ity 40, 

45, 46 

equipment, ssmlportable 41 
equipment, Signal Cor pc 44 
equipment, SOTOT 44 

equipment SIG3ALI 44 

equivalents, eiph«” 40 
error 15 

errors, exploitation of 39 
• Marts 21 

es p i on age activities, 

our successes attributed to 

26 

espionage, Sosslaa 48 
establishment of AH3 6 
Ethiopia JL 

SfO so 

SID traffic, study of 45 

m 10 


Ssreps 10, 18, 30, 32 
Sarsjw, condition-, in 18 
Europe, laagtts gas of 33 
SurapOt occupied 18 
Earapsan Theater of Operations 

10, 29, 45, 46 
evaluation 46 


towing Stag, fe 
anamination Unit 



exchange of information 
10, 32, 35 

expa n s ion 4, 17, 24, 39 

aapaasioa of facilities 
12 


expansions of 813 

17 

■mpnnr’-r of SSA, Portias 
39 

expansion, roan far 6 
expansion, vartiso 3 
expenses of naintalcing £Sa 
19 

expariencs 28, 37 
experimentation 41 
export in Thai language 32 


experts 18, 41 
exper ts, linguistics 5 , 32 
experts, 33A 30 

explosives 22 
external characteristics, 
study of 14 

external features, study of 

13 

extracts 26 


FBI 28 
facsimile 47 
facsimile equipment 47 
face ladle transmission 46 
failure In analysis of 
3JSUBA traffic 41 
failures, snaay 37 
Fairbanks, Hastes 12 
Far East 13, 23, 3L, 32, 

33 

Fascist aystmaa JO 
fatigue 5 
faulty usage 29 
fences 7 

field agendas, reports from 
27 

field aagr 47 
field oossanders 26 
field ooaan&nds 21 , 22 
field conditions 38 
field teams, training of 
32 

Fifth Air Fores 44 
find installations 38 
field service 7 

Held systems 3® 

field units 14, 47 
field use 46 
fighters 20, 22 
filing of traffic 23 
Finnish language 5 
Finnish signal intelligence 
organisations 48 
fire house 7 
fixed installations 11, 47 
fixed intercept stations 
11 , 12 

fixed message cantor* 42 
fixed-plant speech scrambler 
45 





fleet aoveaeote 24 
fiuetaet-iun of volume 34 
fluctuations In volaee 
of t raffia 13 
fore oast of air raids 48 
foreign codes and ciphers 

3 

foreign cryptographic system 

1? 

foreign goversasab 11, 17 
foreign laaguegec 11 , 33 
formal souraea 5 
format 34 

Fort Hancock, San Jersey 
11 

Fort Hunt, Virginia 12 
Fart iteSlnloy, Philippine 
Islands 12 

Fort Sam Houston, Texas 11 
Fort Shaft er, Hawaii 12 
fort iflectio ob , Soman, 
western 18 
forwarding 20 , 34 
foundations, lay 3 
four-digit groups 23 
Frsnoe 3, 17 
France, invasion of 18 
Frankfurt 46 
Free French Goverwaenfc 31 
French cryptographers 31 
French Intentions 48 
French military codes 48 
French order of battle 48 
French systems H, 48 
ffeequaneise, call—sign 27 

frequency studies 16 
friction 6 

fonaSs, lack of 3,, 38, 40 
furnishings 6 
future of military waalce- 
tinns 47 

fat ere reqalraBse&a 48 


3-2 8 , 9 

0-2, Assistant Chief of Staff 

35 

0-2, Chief at Staff 

4 


0-2, directives from 

17 

5-2, reeponalMlity 4 
garrison, assay 20 
3CCS 7, 10, 13, 27, 29 
SCCS cryptanalysts 29 
geographical considerations 
13 . 

German Air Force traffic 
29 

Osman Arm ed Forces 29, JO 
German Amy c oaanunlcations 
3 

Gersaan Amy traffic 29 
German cipher machine 28, 36 
Semen cods beck 33 
Geiaan coaaaralcations 30 
Sermon CT 7 ptanalysts 45 
Semen dlplonatla traffic 28 
Goman failure to analyse 
SUSABA traffic 41 
Soman intelligence 48 
Goman intelligence reports 
43 

German knowledge of Allied air 
ardor of battla 43 
German Military traffic 29 
German national in Panama 
28 

Seraan organizationa 17 
Gamaa signal intelllgeaoe 
organisation 4 8 

Qmmm solution of Turkish 
codes 48 
German system 12 
German ayat«is 28, 32 
Semen western forti fi ca t ion 

18 

Germans 15, 48 
Geraaw knowledge of 
3 BABA a 
Germany 17, 18, 34 
Seesei, Mr. 35 
GBG, Imperial in Tokyo 13 
gsvemmsst, foreign 11 
gOTeransnts 34, 36, 37, 41 
graphic nater ini transalselon 
of 46 
Greece 32 
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Orotatrt Forces, Japanese 23 
Ground prntil— 26 

Grows! system 26 

Ground syataoe, co&preaiees 
la 27 

ground milts 38 
gmp« 5, 23 
jraopc, four-digit 23 
group*, keying 29 

groups, letter 14 

groups, literal md 
nwasrlcal 16 
Sum 12, 46 
guard detachment 7 


Stlcah ora ZI 
baud Methods 15, 16 
hand-operated device 44 
hand-powercipher Machine 

47 

Haltlac truffle 31 
Bwisi to Tokyo messag« 19 

Hawaiian Ixlaada 27 
Headquarters Building 7 
headquarters, ®oviag of 46 
Bsadqurtere, Southwest 
Pacific Area 46 
health 5 

Hull satire ttmr Feealailc 
Souorder 12 

high-directivity aateaaas 
12 

higffc-eeeiarity adaluistratlvs 

ayotaa 47 

hAgfr-soeorlty apparatus 46 
high security elf ax 47 

hi gh- oeour ity syetees is 
'* bifib-speed operatioa 42 
HSaradfeiMa 3 
historical Method 23 
historical outline 8 
Utler, interviews with 
18 

Hitler* a intentions IS 
holders 3 ? 

Sara depots 14 
Banduras JL 

Honolulu 46 
hostilities 48 






boat 13 ltlcs, cessation of 
2 , 36 , 37, 41, 4* 
host ill ties, close of 42 
hostilities, end of 4 $ 
hostilities, outbreak of 
27 

housing facilities 6 
Hungarian signal intelligent* 

organisations 48 

Hungary 32 


Ideas, Arqr's 41 
ideas, ties 29 
Identical text 25 
identification 14 
identification of net aorta 13 

identification, place nraes 
13 

Identity of ships 21 
Imperial OTQ in Tokyo 13 
itsprcvaaent 15 
iflipnoveoant of afgtaaaa 36 
iaprqv— snt e in tt>134 41 

Indecipherable qyatoa 36 
indeeipherability 36 
independent units 6, 9 
indexes of occurrences 16 
India 25 

Indie-Bursa Theater 27 
Xodlsn Creek Station 12 
Button Ga c cr w n t 10 
indicator 23 

indicators, encipherment 24 
indicators, search for 14 
indoctrination 7 
inferences 13 

iafomatio* 3 , 9 , 13 , 14 , 18, 
19, 21 , 24, 26, 29 , JL, 35, 
37, 44, 48 

Information, background 9 
infornation, British 30 
info mat ion, center for 31 

inforaatlco, collateral 14 

infor«tio«i exchange of 

9, 1©, 32 

infonaatlon free British 44 
information fnm cryptographic 
instruction massages 25 
information, gathering 48 
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lafoma&ioa, military IS 

information, product la a of 

U, » 

information provided 
bgr SSA 20 

infojsstion, rapid forwarding 

of 46 

lofcraatioa received 21 
iatamSim, mum of 
20, 3L, 8 

information to the British 

44 

information, weather 32 
lake salable is ester 33 
iaseawe devise 45 
insecurity of 1-209 45 

installation ef terminal 46 
installations, flxMl 11, 47 
integration of messages 22 
taUftligenas 14, 13, 28, 

29, 37, 44 

jntelllganc* aspect of ?/A 

U 

tetslUgwee, ntlitary 96 
intelligence, order of battle 
25 

in&elligeaoe, preparation of 

aa 

IntciVt igoacc , prodoction of 

9k 

intelligence resorts, Geraan 

45 

iatelligemea required 5 

latellijenee services 11 

Intalllgaoce Service®, 0. 5. 

Army 10 

iateHligenos, signal 4, 48 
Intelligence, soar 00 of 8 
* intelligence value of messages 

11 , i6 

intercept activity 8, 12 
iaUveapt activity 
Coordination of 12 
intercept facilities 

4, 8, 12 

intercept mi salons 11, 12 
intercept operators 34 
intercept stations 7, 12, 13 


intercept Waffle 
oamldioa at 25 
intercepted mterial, 
supply of 11 
intercepted messages 20 

intercepted fighters 20 
Intercepted text 20 
inter c e p t ed traffic 11 , 12 , 

15, 17 

iaterceptiea 3 , 11, 32, 35 

Interception, control of 12 
intercept ioa facilities 11 

intCTceptlen, points of 20 
interception of traffic U 
intercepts 25 
intercepts, Japanese military 
13 

intercepts, volume of 19 
intercoasumication 10, 24, 46 
International Meteorological 

Cede 32 

interrogation of prisoners 48 
Interval 23 
interval, cesses of 35 
intervals 18, 34, 39 
intervals, shorter 23 
inraeion of France 13 
invention 29, 30, 39, 42 
invention of machines 38 
invention, SSA 42 , 44 
iavestloa, Swedish 44 
inventions 46 
investigation. Pearl Harbor 

35 

iareetigatioas 3° 

SMm 3L 

Sn#. 3* 

irregular seqaenee 41 
Balia Air Ferae traffic 
99 

Italian codes reconstructed 30 
Itelian eeammdoetioas 30 
Italian cryptograph!* materials 
31 

Italian cryptography 30 
Italian dipicnatie systems 30 
Italian military traffic 29 
Italian naivete 30 
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Italian signal intali iganoo 
organisations 48 
Italian s/starne 32 

Italian traffic 30 

Italian tramolotlons 3L 
Italians 31 
Italy 17, 34 


JAA-2-JiJ 18 
JAD 18 

Japan 17, 34 

Japanese 13, 14, IB, 19, 23, 
24, 24, 32, 4* 

Japanese Aabassador to Moscow 
19 

Japanese Any 22, 23 
Japanese Any ooumunicatione 

systems 23 

Japsmesa Any aryptonalytle 
projects 22 
Japanese Army higfr-oehaloa 
c«—nlxtlow 2?, 28 

Jopaaeoe Any —aaa q a a 22 
Japanaaa Any ppoblon 10, 

23, 24, 27 

Japaneea Any skipping organiza¬ 
tion 24 

Japanese Any systaae, solution 
a# 16 

Japa&sss Any traffic 28 
Japanese Any mite, 
oMnmw of 23 
Japanese Any and Air force 
tpofrts 20 
Japanese at VvwJtL 20 
Japanese attack 22 

Japcnoae oipber machine 36 
Japaneea code beak 33 
Japanese (Haeurader at Hamk 
ao 

Japan ese eerauercial codes 
0 

Japanese compilation bureau 

0 

Japanese cryptographic 
practices 25 
Japanese cryptographic 
procedures 26 


Japanese cryptographic 
systems, changes in 
25 

Japanese deploys eats 

24 

Japanese diplomatic 
oonannieotioae 29 
Japanese diplomatic system 
9 

Japanese diplomatio system, 
solution of 36 
Japanese dip] mat io traffic 

17 

Japanese divisions 21 

Japanese equipment 29 

Japanese failure to analyse 
3 BAS A traffic a 
Japanese Government IB 
Japanese Gromd force 
system 26 

Japanese intentions 18 
Japanese language problem 
5 

Japanese sschinea 17 
Japanese sees ages 17, 35 
Japanese Military Attache 
traffic 17 

Japanese Military Attache's 

18 

Japanese Military Attaches, 
systems used IS 
Japanese military intercepts 
13 

Japanese military massages 
13 

Japanese military ocaauaicatlano 
eol a t ion of 27 
J opaae oe military traffic 29 
Japanese operations 23 
Japanese order of battle 14 
Japanese penetrations to the 
south 28 
Japanese plana 2L 
Japanese reverses 25 
J ap a nese aerial meter 26 
Japanass shipping, raids on 24 
Japanese signals systems 27 
Japanese strength 24 
Japanese surrender 19 
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Japanese ayeteaw 17 
Japanese ejroteaa , low echelon 
27 

Japanese texts If 
Japanese translators 5, 19 
Japes sa troop 8envoy, 
attack on 2l 
Japanese troops 22 
Japsness Hater Transport 
Organisation 24 
Jap a n es e weather ay*tee 32 

JBB 19 

joint action’ 10 ' • 

joint inqr and levy project 
42 

Joint Conference of Artsy and 
iiavy officers 32 
Joint Congressional Investigation 

18, 35 

joint Machine 41 


tay 19, 30, 42, 43, 44 
keyboard 40, 43, 44 
keyboard operation 42 
tesr book 18, 27, as 
key books 23, 24* 27 
kay-gmersblag dories 45 
key Indicators IS 
key notarial, capture of 43 

key notarial In pod font 43 

heyj messages cryptographs* 
in sons 14 
kay pods » 
fcay-psieh raachine 16 
key, raadoa 23 
toy sequence 40 , 43 
key taxi 23 
Sty Sard ayotoa 28 
keying 41 
ksyintg groups 29 
keying Materials 
aryptegrophde 39 
haylag tape 40* 41-43 
toy* 29, 34, 59 
keys, identical 43 

keys, ntnsber of 24 

toys, recovery a£ 17 
keys, recovery of @-209 45 

keys, specif is 43 


land-line teletype facil iti es 
12 

language experts 3, 32 
language, Finnish 5 
language, Portugeses 5 
language, Turkish 5 
languages, foreign 11, 33 
languages in Messages 5 
languages of Europe 33 
leaders, top 2 
Lebanon 31 

latter. General Marshall's 

24 

letter, MarebaOl-Oewey 
10, 18, 34 
letters 15 

letters, plain-text 40, 43 
letters, statistical sounds of 
14 

llsisen 9 
liaison, need for 8 
liaison with British 10, 44 
liaison with Many 9 
linltotions idterest ia 
■ena-tlas 1 * ejstsns 43 
linitatioas on design 38 
United funds 3 
Uniting factors 37 
lines of oaisnsnl cations 22 
linsa, teletype 12 
lines, wire 42 
linguistic experts 32 
linguistic preUsn 32 
linguists, cespeteat 5 
Lisboa 31 

literal dne-tlns pods 43 
loadings 21 
local operation 44 
location, sassage-canter 14 
Location of circuits 13 
location of divisions 14 
location of sassage oestern 
14 

location of SIS 6 
locations, troop 14 
London 29, 45, 46, 4 8 
lessee of Japanese 24 
low echelons 44 
Lnxsnbaurg traffic 
31 
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It-Qk 44 
B-I34 40, u 

*-134-4 41 

IW.34-C 40 

*-20? 40, 44 

*-209, aMa? fecmledge of 
49 

M-209, iraerfsctione 45 
8-22® 42 

aaohltto IS, 40, 44 
Machine, all-purpose 3® 
aoaMae, ’'auto-aba” 42 
«* chine, British 44 
—cMac, British cipher 36 
Machine, cipher 34, 36, 47 
machine ciphers 17 
asehiae, oryptanalytic 16 

Machine crypt&nalytie 
techniques 15 
e&«hine, developaeat of 41 
aaehiae, electrical 47 
oaebiae, electronic solution 

a? 

Machine, Saigas 29 
machine, Goman cipher 36 

m&cfaiae, ioprcurud 16 
mckiw, insecure 40 
guvetena. Joint 41 
mehtiOT, hey punch 16 
machine, radian 1&&1 printing 
44 

machine, reconstructed 34 

machine, reoonstructhan of 

17# 29 

machine, security of 42 
aeehtae, SBJ707 43 
*TM*h‘*’T t fWSS. 44 
raUanf 26, 29 
r aochinory British 30 
OMhlarry, dscslojwerit of 

37 

■ t eh in w y, electronic 43 
esc Maury, extent to Milch 
used 15 

machinery, invention of 30 
mehlaory, possibilities at 
15 

asobiBBry, special solution 
33 


machinery, specialized 

-abulatias 16 

Bscfiinery, S3A special 29 
aaohlaery, tabulating 16, 25 

machinery, see an one- tins pads 
29 

machines 39, 41 
machines, eifex 40 
aaehinee, cipher 17, 33, 3S-40 
aschines, clphony 40 
aaehinee, cryptographic 40 
aaehinee developed and constructed 
by the SSA 16 
Machines, development of 42 
aaohiaee, German cipher 29 
aeeidaee, hew used 16 
aaehinee, invention and 
dmlopunt of 3®, 39 
aachinas, Japanese 17 
aaeh i n ee , monthly rental 16 
asehinee, production of 41 
aeohiaeo SISCO* 43 
aaehinee, SZG28UP 43 
aaehinee, special 38 
asehinas, tabulating 16 
rail 10 
aeiaUaenCe 39 
raiotenaam technicians 40 
seiosshift systems 30 
raaagaraat 7 
toah e rU 24 
Manila 21, 46, 47 
Manila Bey 24 
Eanotararl 21 
as?mr shortage 5 
aanpeuer situation 24 
aarasl aye teas 43 
amain, in military 
cryptograph and cryptanalysis 

Manufacture 39 
raaufacturere 41 
napping of aircults 13 
rape, transmission of 46 
Mart H SCK (CSP 88#) 41 

Marshall, General George C. 

10, 18, 24 
caster copies 34 
aa t o ricl, roluass of tp bo 
translated 
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Mechanical and elnatrioal 
analytical eqaipoent 19 
■nohanioal iaprovanents 41 
«adia of signal oaewoai cation 
39 

Mediterr«o*an theater of 
Operations 10, JO, 45 
msdluB bom be r s 20 
aastal labor 33 
nerchant vassals 21 
■sss halls 7 
Message 28, 34 
Message, Berlin to Tokyo 18 
Message canter 23 
Message center location 14 
Message-center place names 

13 

Moesags canters, fixed 42 
sassage esntsrs, location of 

14 

ases&gs, cods 18 
anssag* e oat eat 14 
Message, deciphered 42 
Message, itagliah fees 20 
Message intercepted 20 
Message, IfcsootK-tokyo 19 

Message, outgoing 42 
Message, Miwang to Peru 2d 
massage, Sato 18 
massage, thr ee -p ar t 21 

aessags traffic 39 
nsessgae 11, 19, 25, 27, 36, 
43 

massages, a d s ini stra tire 36 

Messages, bulk of. 37 
messages, characteristic 18 
Massages, checking 34 
Messages, "eoiaMSFeial 11 
Messages, confidential 42 
Messages, cryptographic 

instruction 2$ 

Messages, decipherment 17, 

25 

asasagss, decoded 19 
M e s sag es , decryptographiag of 
11 

Massages, daisy la decoding 
35 


yAu^ n 

Msssagos, dlplnatetlc 11 
mbs cages, enemy 37 
aeassgss, exaadnation and 
integration of 22 
messages, forwardlog of 34 
Message, Hanoi-Tokyo 19 
Message, three-part 19 
Messages intercepted 19, 25 
Messages, Japanese 17, 35 
Massages, Japanese Army 22 
Mssssgas, Japanese ailitary 
13 

Messages, languages of 5 
sassages, Monthly values 13 
Messages, Melt iple-address i 
Messages, operational 24 
Messages, Oshina's 18 
Messages, plain-text U 
Messages, private 11 
Messages, processing of 16 
Messages, readdressed 14 
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sysfeaa, cryptographic 
19, 23, 36, 44 
eyeten, ground 2$ 


syeteos for oawrgonoy one 47 
•gratae, hlgb-eecurity adelnlatre- 

tijro 47 

system, indecipherable 36 
syataa indicator 2$ 
aystaa indicator*, disguise of 

25 

systaa, JA0 16 
ayataa, Japanese diplaeatio 
36 

system, Japanese Ground Force 

26 

ijmtet, JB8 19 
syefeesi, Kay dopd 28 
■gratae, nan 1$ 

■gratae of sodium saaurity 47 
syetea, operational 47 
ay etna, sog-tlaa 43 

systs*, ona-tlaa tap* 43 
syatae, pane 11 and paper 47 
Sjstea, aaeret 9 
•grate*, secure speech 45 
^atae, security of 45 
sysla*, SffiffT 43 
systa* suMirlsien 25 
syetea. Hater Trensport 24 
syataaa 31, 39 
systano, adaptability 39 
systaas, idslnlstratiru 
25, 27, 38 
■grate**, Air 27 
system, Allied hi^-larol 
eryptoersphio 48 
ay «t eats, eaterm* 12 

system, Arable 31 
syateao, Brasilian dlplossatis 
31 

system, changes in Japanese 
cryptograph1« 25 

•y afes aa, Chines® 32 
qrstwc, olandostliw 28 
eye teas, cryp t o g r ap hic 
15-17, 32, », 39 
systons, correot 3 
cystma, diffloalt 25 
syatssr.:, diplcsatic 9, 

17-19, 30 

aystea, alaotrcwsecfasaieii 
cryptographic 41 





syntsms, field 38 

37st.css, foreign cryptographic 

9, 17 

systems, Trench JL, 32, 43 
systems, German 26, 32 
syaterns, German 

high-level cryptographic 43 
systems. Ground 26 
systems, high-security 

Id, 47 

systans, improvement in 

36 

systess, iacrease in 39 
systaas, invention and 
development ef 39 
ayeteos, Italian 32 
systaas, Italian dioloaatic 

30 

systems, JAA-2-JAJ 19 
systems, Japanese 17 
systems, Japanese ,\rsy 
coauaunications 23 
system, low eehel-nn air 

27 

systems, Japanese low 
e ehelon 27 
systems, Japanese signal 

27 

system, Japanese weather 

32 

systems, makeshift 30 

systaas, nanasl 43 
systems, Mexican 17 
systaas, Kexicaa diplomatic 

33 - 

systems, multiplicity of 

31 

syeteos, new cryptographic 
36 

systaaa, new Italian % 
systeos of superencipheruent 

17 

systems, one-time 43 
systems, operation and 
maintenance 39 
systems, period when eoluable 

28 

systems, Portuguese diplomatic 

33. 

systems, pure cipher 23 


systems, reconstruction of 
13 

systems, solution of 11, 14 
systems, solution of miner 
32 

systems, solved 11, 

16, 34 

systems, special 38 
system, Thai 32 
aysteas, Turkish 31 
systems, atsr Transport 26 


tabulating machinery 
specialised 16 
tabulating machinery, 
standard 16 
tabulating saahinery, 
use of 25 

tabulating machine a 16 
tabulation 34 
tabulations,statistleal 15 
tactical aaaaages 33 
tactical system 44 
TAKE Convoy 2L 
tank, Japanese 29 
tape 41, 43 
tape, cipher 42 

tape, keying 41, 43 

tapes, distribution 43 
tapes, perforated 42 
tapes, production 43 
Target Intelligence 
Co-.uiittee 48 
targets 12 

Tar Sana, California 12 

technical advice 12 
technical assistance 13 
technical devalopmanta 5 

technical difficulties 32 

technical jrohlema 2$ 
technicians 41 - 
technicians, British JO 
technicians, cryptographic 
40 

technicians, maintenance 40 
technicians, security Ip 
technicians, 35A 33 
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technique* 2, 13, 23, 29, 33 
techniques, adequacy of 13 
techniques, crypt analytic 

15 

techniques, cryptographic 

15, 36 , 3» 

techniques, developsKsnt of 

37 

techniques, military 36 
techniques, research end 
development 32 
techniques, security 38 
techniques, testing of 30 

technological advance* 2 

telegraph 39 
telegraphy, cipher printing 
12 

telephone 45 
telephonic comEunieationa 
11 

telephonic conversations 33 
telephoto 46 
teleprinter ccraronicaticna 
30 

teletype 43 
teletype comnainlcatians 

42, 43 

Teletype Corporation 41, 42 
teletype cryptographic 
apparatus 42 
teletype facilities 42 
teletype facilities, cost of 
12 

teletype facilities, land-line 
12 

teletype, field use of 44 
teletype lines 12 
teletype na chine 43 

teletype printer 42 

teletype signals 43 

teletype transmitter 42 
terminal 4 $ 
tension!, cost of 46 
tersdnal on barge 46 
terminals 46 
terms. Allied 19 


testimony. Pearl Harbor 35 
testing 30 
teste 45 

Teutonic love of order 29 
Teutonia msthedlealaess 29 
text 13, 18 , 23, 23, 25 , 27, 
44 

text, eode 23 
text, enciphered 43 
text, ftoraardlng of 20 
text, identical 25 
text, key 23 
text, secret ' 33 
text, super-enciphered 23 
text units 15 
texts U, 18 
texts, Japanese 19 
Thai language expert 32 
Thailand 32 

The American Black Chamber 17 
theater 7 

theater eonmanders 5 , 3 
theater commanders, personnel 
mxetar 4 

theater oonmandara, units under 

9 

theater headquarters 38 
theater. Pacific 13 
theaters 32 
theaters, collaboration in 

10 

theaters of operation 42 

theater* of war 13 
Third Artsy 46 
three-part message 19, 21 
flCQH 48 

Tins Delay Device 12 
tine factor 32 
Tinas, The Hew York 
10 , 20 , 22 
timing 24 
Todt organization 18 

Tokyo 13, 46 
Top Secret raesaages 43 
traffic 16, 28, 31, 34, 44 
traffic, all classifications of 
47 
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traffic analysis 11, 13 

21 , 22 

traffic analysis bulletins 

U , 

traffic analysis, 

contributions of 14 
traffic analysis deductions 
froa 14 

traffic analysis, results 
froa 14 

traffic analysis units 35 
traffic analysts 13, 27 
traffic available 29 
traffic, Belgian 31 
traffic coMttsrnial code 33 
traffic, confidential 41 
truffle, correlation of 29 
traffic, decipherment of M-209 
45 

traffic, diplomatic 3, 9, 3L 
traffic, diplomatic and 
military attache Id 
traffic, aneogr 9, 11 
traffic, SnSgua 30 
traffic fl am aaalysia 14 
traffic, fluctuations in 
volume 13 

traffic, from British 23 
traffic, German diplomatic 

a* 

traffic, German Air Force 29 

traffic, German Army 29 
traffic, German aiiitary 29 
traffic, Satian 31 
traffic, high-coirr.anti 41 
traffic, home depot 14 
traffic in minor systems 

31 

traffic in Pacific theater 13 
traffic, intercepted 11, 12, 

15, 17 

traffic, intercepted Japanese 

lft 

traffic interception 11 
traffic, interception of 

29 

traffic, Italian 30 


traffic Italian Air Force 27 
traffic, Italian military 29 
traffic, Japanese 9 
traffic, Japanese Amy 28 
traffic, Japanese Dlpleoetic 17 
traffic, Japanese military 29 
traffic, Japanese Military 
Attache 17 
traffic, lack of 23 
traffic, Luxembourg 31 
traffic made readable 34 
traffic, message 39 
traffic, methods of handling 
27 

traffic, military 11 
traffic, aanitoring of 11 
traffic, Baval 9 
traffic, necessary volume of 
12 

traffic of Central European 
gov ernm ents 32 
traffic of .iKlsa Covernasnt 
_35__ 


traffic, Portuguese 31 

traffic, problem in 13 
traffic, protection of 37 
traffic, radio 11 
traffic, raw 35 
traffic, reading of 20 
traffic, Rumanian 31 
traffic, secret 41 
traffic, security study of 
*10 traffic 45 
traffic SLGABA 41 
traffic, solution of diplomatic 
4 

traffic, sorting and filing 
23 

traffic, source 13 

traffic sources 23 

traffic sufficient for 
■el u t io n 34 

traffic, Ultra 21 
traffic. United States 
12 
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traffic. Tollase of 19, 23, 

27, 39 

traffic voluw, atudy at 14 
traffic, weather 32 
trailer, 2-1/2-ton 46 

trained officers 4 
trained personnel 40, 42, 46 
tredalag 4# 24, 39 
training apprentice 3 
training la use of *>309 45 

training lit orators 39 

training —mm3 * f 
training, need for 3, 40 
training of arjrpt analysts 3 

training of fMi teasts 32 

training of solitary 
pwn aMwi. 27 
training of personnel 39 
training of technicians 30 
training pro bias $ 
transcription 12 
tranaorigtioa of 

shorthand docuaante 33 
trccuierlpMCa of opoooh 33 
transfer of ooafcral 9 
Transjordanla 31 
translated neeaages 26 
translated oossagoo, 
rrluar of IB 
translation 11, 19, 27 
translation, daisy in 35 
translation of isolated oaeaagp 

a 

translation of speech 33 
translation of Bader Transport 
nssaagn 24 
translation priority 35 
* translation problem 5 
tranalntion unit* 35 
translations is, 35 
translations, rorr en* 26 
translations, 7i* n^ 9 r*'! JSL 

t ran sla ti o ns , wsnhar of 34 
translations, predwetlon of 9 
translations, vatws* of 34 
translators 34 
translators, offort to train 
19 


translators, Japanese 5 
translators, soaroity 5 
tranasdnaioa 12, 42, 43, 47 
transalssiaa antoaetie 43 
trsn—trains, fs o s tnils 46 
trsnecdsaion aocna 12, 39 
transnisalon of asssagea 42 
trwwnlaaian, radio 42, 46 
Tianonl iwlnn, speedy 12 
transni es ion, teletype 42 
transwl nwion, wire 42, 46 

treasnittod 43 
transports, freight 20 
tribute to signal intelligence 
services 24 
troop locations 14 
troop aoranonta, doction of 
14 

troops, Japanese 21 
track 11 
truck drivers 45 
Trwnn, President 19 
Ttrfcey 31 
Turkish lan gu a ge 3 
Turkish aysteus 3L 
turnover of persenaal 4 
tw o -p ar t code IB 
Twa Be ak Bench Station 12 
tSTI war him 44 
typing 34, 43 
typists 34 


Ultra inforaatloa, use of 
2L 

Bltrt astorial used 22 
Ultra sources 21 

ultra traffic 21 

uasneiffasrod oodes 30 
unification of operational 
respcnrlMT tty 4 
unification of roepone Utility 
3 

unified control 3 
unit 32, 35 
unit, ol end a a tlca 3 
®jit sods name 14 
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wait wawate 26 
■nit, aiyyUntlytU 27 
unit headquarters 14 
■ait, oilitery 7 
■alt, Mobile 11 
■nit, soveaents of 14 
malt organisation, 

ident if laatioa of 14 

unit, SSA in 5T0 29 

halted lotions 1# 
felted States 42, 48 
Ini tad Statae, d ef a m e of 
36 

felted States Government 

29 

felted States Bary 9 
units 7, 12 
suite, air 38 
unite, British JP 
units, bulletin 35 
unite, ooaagffllcatloae 
security 35 
anlta, eryatanalytic 

16, 33, 35 
salts, field 14 
■alts, ground 38 
suite, nofclle field 67 
mite, Vary 9 
■nits of text 15 
■site, operating 7 
■nits, operations 5 
mite, ove rseas 5 
■nits, radio Intelligent 

5, 13 

wits, signal Corps 30 
■Bits, signal intelligence 

5 

units, traffic analysis 35 
mits, translation 35 
salty 3 

snproparednose 27 
mpreeaaeed message* 19 
entrained p ersonn el 44 
entrained personnel 45 
uraaiaa 19 
urgency 34 
urgently, degree of 19 
0. S. Arsy 6, 10, 30, 4 0 , 45 


Cr8. Amy personal 27 
users 38, 39 
8. S. farces 44 
0. 3. Govcmssat 36 


nsmu tabes 16 
resits 39 
Vichy Oe rw w ea t 31 
v igil ance 33 
flat Bill feme 6, 12 
violations of security 39 
visiters 7 
8-4 Bey 12, 14, 47 
f-rf Bay, pereoensl strength 4 
voice aonemnicatiana 
39, 40, 45 

voice ooeaunlcetions, secure 
46 

volume, fluctuation of 34 
vulnerability of system 36 


vine strength, 7-2 Day 4 
fer 2, 3, 8, 12, 23, 28, 

34, 39, 47 

fer, beginning of 44, 45 
fer Department 6, 37, 38, 41 

ler Department agencies 6 

War Da pertaunt agents 43 
hr, end of 4, 8, 17, 18, 

24, 26 

Her in the Pacific 10, 23 

War in Europe 10 

Bar in Europe, at outbreak of 
4, 16, 17 

fer, latter pert of 44 
■er, planning far 4 
fer Plans and Training Division 
7 

Ear, prler to the 7, 9, 11, 40 
ear, theaters of 13 
ear e bon s fs 7 

carfare 77, 44 
warfare, conditions of 38 
warrant officer strength 4 
Sarrentoe, Virginia 6 
earships 20 




DOCID: 3480833 



warships 20 
Kartlma axprailsn 3 

Saahington 3, 6, 7, 35, 45, 47 
Sashington area 6 
Sasile 21 

Water Transport code 14 
T <at«r Transport asssagss, 
translation of 24 
'liter transport organ! sat ion 
13 

fiater Transport Organisation, 
Japanese 23 
IJatsr Transport systems 26 
weather data 32 
weather foreeaat 32 
twather asps transmission of 
44 

weather, predictions of 32 
weather system, Japanese 

32 

weather traffic 32 

law 10, 25 

weight of *5-209 44 

weight of SXSASA 41 

•sight of S25C$Bi 44 

. weight of S2SBXM 44 

weight of 3XShiSL3f 
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A^aoclat it,a 7 
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Western Henispfceie 17 
flswek 20, 22 
Mosaic, convoy at 21 
wire circuits 44 
wire lines 42-45 
wire trenssiesion 42-46 
ffirelsea Sxpsriesntal Center 
10, 35 

•rods a ninate 42 
words, probable 14 
work 15, 17, 35 

work, acoonpl ished 
indication of 34 
work, conditions 6 
workers, scarcity of 24 
workers, trained 27 
world 8 
■Sorld ?>ar I 

3, 8, 13, 15, 16, 36, 37, 42 
World Whr II 
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DOCID: ftfififflKS^qiLITY FOR CODE AND CIPHER WORK IN THE U. S. ARMY 1861-1945 


BEFORE 1861 CHAOS 

~s 1 - 


1861- 1865 

SIGNAL CORPS 


MILITARY TELEGRAPH CORPS 

CIVIL WAR 

MOBILE STATIONS IN THE FIELO 


FIXED TELEGRAPH LINES 


SOLUTION ACTIVITIES INCIDENTAL 


SOLUTION ACTIVITIES INCIDENTAL 


1865- 1898 


SIGNAL CORPS 

CODE COMPILATION, NO SOLUTION 




1917 - 1919 
WORLD WAR I 


{IN WASHINGTON) 


(IN FRANCE) 


(IN FRANCE) 

MILITARY INTELLIGENCE DIVISION 


SIGNAL CORPS 


G-2 A E F 

GENERAL STAFF 


COMPILATION 


SOLUTION OF GERMAN 

COMPILATION 


INTERCEPTION 


COMMUNICATIONS 

SOLUTION 


DIRECTION- FINDING 



SECRET INK WORK 

1 _ 


SHORTHAND 



G-2 COMMUNICATIONS 




1919-1929 


1930- 1934 


(IN NEW YORK) 

MILITARY INTELLIGENCE DIVISION 


(IN WASHINGTON) 
SIGNAL CORPS 


(IN WASHINGTON) 

THE ADJUTANT GENERAL 

(WITH STATE DEPT. SUPPORT) 


CODE COMPILATION 


PRINTING 

DISTRIBUTION 

ACCOUNTING 

SOLUTION 





SIGNAL CORPS 
SIGNAL INTELLIGENCE SERVICE 

CODE COMPILATION 
TRAINING IN SOLUTION 
GENERAL TRAINING 
RESEARCH AND DEVELOPMENT 


(ALL IN WASHINGTON HEREAFTER) 
THE ADJUTANT GENERAL 
PRINTING 
DISTRIBUTION 
ACCOUNTING 


G-2 

STAFF SUPERVISION 


1934-1941 


SIGNAL CORPS 
SIGNAL INTELLIGENCE SERVICE 
COOE COMPILATION 
TRAINING IN SOLUTION 
GENERAL TRAINING 
INTERCEPTION 
CURRENT SOLUTION 
RESEARCH AND DEVELOPMENT 
PRINTING 
DISTRIBUTION 
ACCOUNTING 


G-2 

STAFF SUPERVISION 


1941 - 1944 
WORLD WAR II 


OEC. 1944 - 
_SEPT. 1945 

( - 

SEPT. 1945- 


SIGNAL CORPS 
all phases of activity through 
SIGNAL SECURITY AGENCY AND 
SECOND SIGNAL SERVICE BATTALION AT 
ARLINGTON HALL STATION AND 
INTERCEPT STATIONS 


G-2 

STAFF SUPERVISION 


SIGNAL CORPS 


G-2 

ADMINISTRATIVE CONTROL OF ALL PHASES 


operational control of all phases 


G-2 

COMPLETE CONTROL OF ALL PHASES THROUGH 
ARMY SECURITY AGENCY AND 
SECOND SIGNAL SERVICE BATTALION AT 
ARLINGTON HALL STATION, 
INTERCEPT STATIONS AND THEATERS 


SECRET 














ORIGINATOR 


CODE CLERK 
ENCODING 


RADIO 

OPERATOR 

SENDING 


CODE CLERK 
DECODING 


ADDRESSEE 


A MESSAGE FROM 


ORIGINATOR TO MIS 


, TELETYPE 


_J,T 

J 1 J-\/U;v"L *. 








telephoneJ 


TELETYPE 


PENTAGON 

MILITARY INTELLIGENCE SERVICE 





















DOCID; 3480833 

Gen. Marshals Letters to Gov. Dewey 


i 


•r TV UHdiM mm. 

WASHINGTON, Dec. T— Fol- 
lNgl mg mm the temts ef two let¬ 
ter* General Marshall eent to 
Governor Dewey on Sept. 25, 1M4, 
end Sept. 27, 1M4, concerning the 
breaking of eecret Jeponeee coder: 

first uSrrzm 

TOP SECRET 
<rOR MR. DEWET'S EYES 
, ONLY) 

25 September, 1*44 
My Dear Governor: 

I am written you without the 
knowledge of any ether pereon 
•acept Admiral King (who con¬ 
cur*) because we are approach¬ 
ing a grave dilemma In the po¬ 
litical reactions of Congress re¬ 
garding Pearl Harbor. 

What 1 have to tel] you below 
Is of such^i highly secret nature 
that I feel compelled to ask you 
either to accept It on the basis of 
your not communicating Its con- 
“tents to any other person end re¬ 
turning this letter or not reading 
any further and returning the let¬ 
ter to-the bearer. 

1 should have preferred to talk 
to you in person but 1 could not 
devise a method that would not 
be subject to press and radio re¬ 
actions as to why tha Chief of 
Staff of the Army would be seek¬ 
ing an Interview with you at this 
particular moment. Therefore. I 
have turned to the method of this 
letter, to be delivered by hand to 
you by Col. Carter Clark who has 
charge of the most secret docu¬ 
ments of tha War and Navy De¬ 
partments. 

In brief, the military dilemma 
resulting from Congressional po¬ 
litical battles of the political cam¬ 
paign is this: 

The moat vita] evidence in ths 
Pearl Harbor matter consists of 
our intercepts of the Japanese 
diplomatic communications. Over 
a period of years our cryptograph 
people analysed ths character of 
the machine ths Japanese are 
using for encoding their diplo¬ 
matic messages. Based on this, 
a corresponding machine was 
built by us whtch deciphers their 
messages. 

Therefore, we possessed a wealth 
of informs tion regarding their 
moves In (he Pacific which in 
turn was furnished the State De¬ 
partment—rather than, at is pop¬ 
ularly supposed, the State De¬ 
partment providing us with ths 
information—but which unfortu¬ 
nately mads no reference what¬ 
ever to Intentions toward Hawaii 
until the last message before Dec. 

7. which did not reach our hands 
until ths following day, Dec. 5. 

Now the potnt to the present 
dilemma Is that ws have gone 
ahead with this bustnes* of de¬ 
ciphering their’ code* until we 
possess other codes, German as 
well as Japanese, but our main 
basis of information regarding 
Hitler * Intentions ,in Europe is 
obtained from Baron Oshima’s 
messages from Berlin reporting 
his interviews with Hitler and 
other officials to the Japanese 
Government. These are still in 
the codes involved in the Pearl 
Harbor event*. 

To explain- further the critical 
nature of this set-up whlc# would 
be wiped out almost in as instant 


If tha least suspicion wars aroused 
regarding It, the Battle of the 
Coral Sea was baaed oa de¬ 
ciphered mi—gee cad therefore 
Our few ships were la the right 

place at ths right time. Further. 

we. were able to concentrate on 
our limited forces to meet their 
advances on Midway when other¬ 
wise we almost certainly would 
have been some 3,000 miles out of 
place. 

We had full Information of the 
strength of their forces in that 
advance and also of the smaller 
force directed against the Aleu¬ 
tians which finally landed troops 
on Attu and Klska. 

Operations In the Pacific are 
largely guided by the Information 
we obtain of Japanese deploy¬ 
ments. We know their strength 
In various garrisons, the rations 
and other stores continuing avail¬ 
able to them, and what la of vast 
Importance, we check their fleet 
movements and the movements of 
their convoys. 

The heavy losses reported from 
time to time which they sustain 
by reason of our submarine action 
largely results from the fact that 
we know the sailing dates and the 
routes of their convoys and can 
notify our submarines to lie in 
wait at the proper point. 

The current raids by Admiral 
Halsey's carrier forces on Japa¬ 
nese shipping In Manila Bay and 
elsewhere were largely based in 
timing on the known movements 
of Japanese convoys, two of 
which were caught, as anticipat¬ 
ed, in his destructive attacks. 

You will understand from the 
foregoing the utter tragic conse¬ 
quences if the present politics! 
debates regarding Pearl Harbor 
disclose to the enemy. German or 
Jap, any suspicion of the vital* 
sources "of 'infoimateon wc now 
possess. 

The Roberta’ report on Pearl 
Harbor had to have withdrawn 
from it all reference to this high¬ 
ly secret matter, therefore in por¬ 
tions it necessarily appeared In¬ 
complete. The same reason which 
dictated that course Is even more 
Important today because our 
sources have been greatly elab¬ 
orated. 

As a further example of the 
delicacy of the situation, some of 
DonoVHn’n people Oh* OSSi. with¬ 
out telling us, instituted a secret 
search of the Japanese Embassy 
offices in Portugal. As a result 
the entire military attache Japa¬ 
nese code sll over the world was 
changed, and though thie oc¬ 
curred over a year ago. we have 
not yet been able to break the 
new code and have thus lost this 
Invaluable source of information, 
particularly regarding the Euro¬ 
pean situation. 

A recent speech tn Congress bv 
Representative Harness would 
clearly suggest to the Japanese 
that we have been reading their 
codes, (hough Mr. Harness and 
the American public would prob¬ 
ably not draw any such conclu¬ 
sion. 

The conduct of General Eisen¬ 
hower's campaign and of all op¬ 
erations in the Pacific are closely 
related in conception and timing 
to the information we secretly 
obtain through these intercepted 
codes They contribute grestly to 
tha victory and tremendously to 
the savings of American lives. 


both tn tha conduct of currant 
operations and la looking toward 
tha early termination of tha war. 

I am p r — a nting this matter ta 
Too. tot year eecret Information, 
In tha hop* that you will ace your 
way clear to avoid tha tragic ns- 
sults vhth which wa are now 
threatened In ths peasant political 
campaign. I might add that tha 
recent action of Congress in re¬ 
quiring Army and Navy investi¬ 
gations for action before certain 
date* has com pel lad me lo bring 
back the corps commander. Gen¬ 
eral Gerow. whose troops are. 
fighting at Trier, to testify here 
while tha Germans are counter¬ 
attacking his foroee there. This, 
however, la a very minor matter 
compared to tha loss of our code 
Information. 

Please return this letter by 
bearer. I will hold It in my se¬ 
cret file subject to ybur refer¬ 
ence should you so desire. 

Faithfully your*. 

G. C. Makshall. 

Second Letter 
TOP 8ECRET 

(FOR MR.DEWEY'S EYES ONLY) 

27 September. 1M4. 

My Dear Governor: 

Colonel Clark, my messenger lo 
you of yesterday. Sept. 25, has 
reported the result of him delivery 
of my letter dated Sept. 25. As 
I understand him you (A) wera 
unwilling to commit yourself to 
any agreement regarding “not 
communicating !ta contents to 
any other person" In view of tha 
fact that you felt you already 
knew certain of the thlnga prob¬ 
ably referred to in the letter, as 
suggested to you by seeing the 
word "cryptograph,” and (B> you 
could not feel that such a letter 
as this to a Presidential candi¬ 
date could have been addressed to 
you by an officer In my position 
without the knowledge of the 
President. 

As to < A) above I am quits will¬ 
ing to have you read what cornea 
hereafter with the understanding 
that you are bound not to com¬ 
municate to any other person any 
portions on which you do not now 
hove or later receive factual 
knowledge from some other aourca 
than myself. As tq (B) above 
you have my word that neither 
the Secretary of War nor the 
President has any Intimation 
whatsoever that such a letter haa 
been addressed to you or that the 
preparation or sending of such a 
communication was being con¬ 
sidered. 

I assure you that the only per¬ 
sons who taw or know of the ex¬ 
istence of either this letter or my 
letter to you dated Sept. 25 are 
Admiral King, seven key officers 
responsible for security of mili¬ 
tary communications, and my 
v secretary who typed these letters. 

I am trying my best to make 
plain <o you that this letter is be¬ 
ing addressed to you solely on 
my initiative. Admiral King hav¬ 
ing been consulted only after the 
letter was drafted, and T am per¬ 
sistent in the matter because the 
military hazard* involved are so 
serious that I feel some action is 
necessary to protect the interests 
of our armed forces 

(The second letter then repeated 
the text of the first letter except 
for the first two paragraphs.) 
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From: Berlin TCMBRK) ' 
To: Tokyo (Summer) 

9 November 1943 
JAS 

#878 Parts 14 - IJ 3 


Summary of the organization of the strong 

points: 

They utilize machine gun fire from several 
armored machine gun turrets and two or three 
armored machine gun casemates which, skillfully 
located In accordance with the terrain, can be 
used for flanking fire. 

. This fire is supplemented by the machine 
gun fire from the Ringstelle which are constructed 
everywhere. 

(Part 15) 

In order to eliminate dead space in the 
neighborhood of the strong points, they have two 
or three grenade throwers firing from within the 
armored turret ((?range?) 20 to 600 meters; speed 
of fire - 120 per minute; caliber, 50 mm* —0— 

--G—. These are high-angle fire weapons. 

For defense against tanks, tank ditches 
(built In triangular cross-section with a span 
across the top of 5 meters and a depth of 3*5 
meters) are constructed along the periphery of the 
strong points. 
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(Part l6) 

In addition to having flanking fire pro¬ 
vided by 2 or 3 casemates with 40 mm. Skoda anti¬ 
tank guns ((?similar to?) machine guns) and 2 or 
3 casemates with 60 caliber 50 mm. anti-tank guns, 
they have 2 or 3 gun shelters (protected against 
bullets) with 60 caliber 50 mra. anti-tank guns 
which they can drag out into the open to fight 
when the opportune moment comes. 


They also have mine fields in front of and 
behind the tank ditches (anti-tank mines, anti¬ 
personnel and horse mines, etc., are used together; 
i /~«\ they are laid in three rows of 2 mines each for 

each 3 square meters). 


(Part 17) 


P .'; far as infantry obstacles are concerned, 
in addition to the mine fields, they have wire en¬ 
tanglements both in back of the tank ditches and 
within the strong points. For the direct protec¬ 
tion vf the casemates, fixed-type flame throwers 
are '/uried in tne ground nearby and set up so 
that they can be.electrically ignited from the 
Kir. ;stelle. 


Part 10 not available; Parts 11 - 13 and 18 - 20 
previously issued under same number; other Parts 
not yet readable. 


Inter 10 Nov 43 .(4) Japanese D - 3348 

Rec‘d 10 Nov 43 : 

Trans 4 Dec 43 (J37,12,27-l) Page 2 
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From: Berlin (Oshlma) 

To: Tokyo 

10 August 1944 
JAD 

988 Urgent. (Three Parts Complete) 

PART 1 Reference our#808. a 

The following is the gist of a general statement $ 

on munitions production made to me by SPEER: ; v 

S X • '■*' 

"1. At the time I assumed office as Munitions 
Minister as successor to TODT in 1942, I received varied‘ 
orders from HITLER regarding increased production of muni¬ 
tions, and at that time I received the impression that- 
there was a spirit of listlessness generally in production 
circles. However, I discovered that the reason for that 
was that in each group of production leaders there were 
many from the management clique who could not rid themselVers 
of the idea of profits, as it formerly existed. Therefore, 

I realized that it was necessary to replace them by persons' 
who possessed a vigorous interest in the technical develop’ 
ments of production, and, making a clean sweep of th^se 
traditional leaders, I replaced them entirely by persons 
with technical interests. Also since there was no --1G— 
the idea that there were also some superior persons among 

the technical officers in the army who might be used as 
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technicians, I employed them repeatedly 13 (with the object 
of (? gaining ?) versatility and elasticity). 

"2. Then, in order to Increase production, I 
emphasized particularly economy of raw materials and use of 
'substitute materials. For example, I presented a program 
of Increased production for tanks, airplanes, etc., in 
accordance with HITLER 1 s orders at the time I took over. 
During this time, for example, they did such an irrational 
thing as to demand a greater quantity of copper than was 
produced in the whole world. However, as to actual accom¬ 
plishments since then, there has been no important change 
in the amount of copper used, and it is clear from the 
accompanying table that aircraft and tanks have followed 
the road of increased production shown by the whole pro¬ 
duction picture. Moreover, since It was convenient to use 
ball bearings, it came to be almost a fad to do so and they 
were used even where it was net necessary, but I forbade this 
(? entirely ?), with the result that at present, although 
ball bearing production has been reduced to 42# of the 
maximum through the effect of air raids, there has been. 


needless to say, no effect at all on increased production 
of tanks, aircraft, and other things.” 
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PART 2 3- Then SPEER explained the production situation 

in the various categories of his o'utline. In a word, 1 

taking production at the outbreak of the war as a norm, 
each category shows a gradually rising curve; toward the 
end of 1943 its rate generally slackens, but rising early '■•■y 

' j' 

this year, thte curve becomes rather sharp. In June and V 

July the rise'becomes abrupt. However, because of the 
effect of air raids during that time there are several dips. 

(I shall wire a synthesis of the effect of air raids in a 
supplementary wire.) Coal and automobiles are cases where 
there is- no particular change, with production remaining 
almost stagnant (however, even these have increased slightly); 
it seems the reason for the former is chiefly lack*of man 
power, while the latter Is largely the result of air raids. 

i 

The fact that there is a marked decline In production of 
ball hearings., as mentioned above, and the various problems 
relating to oil are matters about which I shall wire later 
along with the problem of raw materials. 

4. Among'the miscellaneous remarks, jaesde by SPEER 
in his exposition of this outline, the follotffcj|g.points are J* 
for your information: 

(a) Monthly production of small arms ammuni¬ 



tion at present: 600,000,000 rounds 


i-1^49 20- 
wge 3 
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(b) Machine guns, new type: 20,000; old 

type: 5,000 

(c) Light howitzers (10.5 centimeter): 

. 1,000. (SPEER said that the goal set by HITLER when he 
' * 
ordered him to Increase production - was 300.) 

(d) Heavy howitzers (15 centimeter): 300. 

(e) Assault guns c . With the objective of 
giving them greater' speed than tanks so that they may 
pursue and destroy them, every effort Is being made to 
increase production of the 15 -ton type rather than the 
old 25-ton . type, and when it is possible to produce the 
latter in quantity--the monthly rate should' reach 1,000 

in February of next year--it is planned to discontinue the 
so-called PAK entirely and to-make only this assault gun. 

(f) There are three types of anti-aircraft 
guns: 8.8 centimeter, 10.5 centimeter, and 12.6 centimeter. 
The Initial velocity of the Tatter is 1,300 meters; while 

it Is useful for a great distance, its firing rate is —1G—. 
The 8.8 centimeter gun until recently had an initial velocity 
of 1000 meters and did not carry far. Its deviation was 
also great, but as a result of recent researches it has 

achieved an initial velocity of 1300 meters and its deviation 
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is not greatly different from that of the 12.6 centimeter - 
gun. Therefore hereafter the main emphasis will be given 
to the 8.8 centimeter gun. 

PART 3 (g) In general the German ordnance people 

have been in difficulty because the Germans had three types 
of gun: the 10.5 centimeter light howitzer, the 8.8 centi¬ 
meter anti-aircraft gun, and the 7-5 centimeter anti-tank 
gun, whereas the fact that the Russians have unified them 
to 7.6 centimeters has been one of their strong points. 

. r 

(h) There are two types of anti-aircraft 
machine gun: the 37 millimeter and the 20 millimeter. Since 
the latter does not have great effect, the former must be ; 
greatly increased. The fact that the initial velocity of 
those formerly used by the Germans was small was a derfect^ 
but since then they have gradually achieved Success, in re¬ 
search, even though it is not yet completely out of the 
experimental stage and there is no --U— announcement of 
quantity production, and they are working hard to increase 
production of this weapon. Furthermore, ammunition is being 
improved and they have (? replaced ?) the shell which was 
ordinarily.used in the past by a high explosive shell 
(? which causes a much greater explosion ?), with the result 
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that its effect is tremendously (? increased ?). 

(i) In the past they used two types of 
searchlight, one of 1.5 meters and one of 2 meters. The 
latter was preferred because it could throw a (? small 
ray ?)** a great distance, and, since by further research 
it has been demonstrated that this one has almost —1G— 
the efficiency of the former, it is planned to produce this 
one type. 

5. e "While German munitions production in such' 
things as aircraft will virtually reach its quantitative 
peak at the end of this year, I am making it a basic 
principle to hold to a rising curve, however slight, and 
because of the necessities of the future we cannot venture 
to provide for a fall in the curve in the future. That 
- is to say, even though the war continues --1G-- years in 
—1G— within Germany, it is planned that -fighting power 
will not decline in so far as munitions production is con- 
^ cernea. However, if circumstances force it, (? we may have 
to curtail ?) complete tests of such things as the above- 
mentioned anti-aircraft machine gun and take them from the 
laboratory into quantity production." 
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a- SSA #134605- 
b- Or "all", 
c- STURM GESCHUTZ. ‘ 
d- SHOSHA. 

e- This section seems to be a direct quotation of SPEER's 
remarks. 


Inter 11 Aug 44 (l) Japanese H-134920 

Rec'd 11 Aug 44 

Trans 12 Aug 44 (2149-3) Page 7 
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From: Hanoi 
To: Tokyo 

22 January 19^5 
JBB 


J-16 


' B.A. 

a 

Re: your wire 67. (Office Wire.) 


1 

1 


I am rewiring, as follows: this company suggested 
commencing mining operations according to the plan below 
immediately after discovery of the Uranium vein. This 
will require a large amount of money for operations, 
and we are holding off operations until we get instructions 
from you, so please reply at once. 



t 



1 



1. The Uranium vein which was discovered at this 
time (?can produce?) an estimated 50 kilograms of pure 
ore, and gives promise, as prospecting continues, of 
greatly increasing its output. Hence, we expect positive 
aid from the Industrial Council b for this mining. 

* 2. This ore must be acquired at once, and so 

without waiting for the general result of our prospecting, 
we plan to carry out our project as in #1 following. 

(1) November and December, preparation for 
mining operations to be made. (20,000 piasters (?are 
being used for?) building workmen's barracks, clearing 
away the ground for digging operations, etc.). 

March and April, mining operations to be begun. 

(2) For the time being the goal for mining, 
pure Uranium ore is 15 to 50 kilogrammes. Yield of pure 
Uranium will be about 10$. 

(3) One part of this needed material is ex¬ 
pected to be taken over and supplied through the army 
here. (For each ton of explosive, 3 --1 line G—.) 

(4) In short, total expenses will be 72,000 
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plasters. 

(?5?) I shall soon be able to send you samples 
by plane. Please find out the quality of them. 

Please make contacts for us in the matter of the 
telegraphic request which the SHIN Unit wired to Head¬ 
quarters . * 

Also please wire instructions as to the future —1G~ 
expected quantity and maximum price of the ore. 


a - Not available, 
b - KOGYO KYOGIKAI. 


t*~\ 
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4793, 4794, 4795 


From: Moscow (SATO) 
To : Tokyo 
29 July 1945 
JAA-2 - JAJ 


1476 (3 part message complete) 



: 


Very Urgent. 

PAriT 1: r<e: your wire 944 a . 

1. This wire ( a repeat wire was received and read 
on the 28th) crossed with my wires 1449°, 1450°, and 
1458 . On the same day the new Prime Minister, Mr. 
ATTLEE, returned to Potsdam and immediately-participated 
in the Conference. Hence, there is nothing to be done 
about the proposal in 1 of your wire. Furthermore, if 
we should make such representations to Moscow, and if 
■the Soviet officials find no reason to approve my trip, 
we will only be betraying our feelings of uneasiness. 

2. In 2 of your wire, you say that I am to request 
the good offices of the Soviet Union, and that if the 
Soviet Union shows a cold attitude, it will make it 
inevitable to consider other ways and measures; and you 
feel that we might get a satisfactory arrangement by 
either flattering the Soviet Union or taking her down. 
However, in view of the general state of affairs, such 
an approach would seem to me to be lacking in soundness. 

3. The American spokesmen* 3 spoke firmly for an 
unconditional surrender, but he certainly hinted that if 
we were to accept this, in actual practice the terms 
would be toned down and indeed if we take this 'sort of 
meaning from it, we have the situation I expressed in 
my wire 1427 . 
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PART 2: 

Although I don't know to vhat extent the radio 
broadcast of Naval Captain ZACHARIAS is authoritative, 
the principle enunciated by him that Japan will be able■ 
to reap the benefits of the Atlantic Charter differs 
from the attitude taken towards Germany before the 
capitulation of that nation. Germany was denied any 
right to partake in the Charter. While, in considering 
the reasons for the refusal towards Germany, no reasons 
appear for the present softening attitude towards Japan, 
there is the difference that we have no objection to the 
idea of restoration of world peace on the basis of the 
Charter. .This raises a question as to whether the 
Imperial Government has already accepted disarmament, 
and whether, apart from the sending of the Special 
Envoy, somehov or other when a representation is made, 
notification shall be given at the outset that we will 
consent to disarmament. There is a similar question 
about prior recognition of the independence of Korea. 

+ 

4. Your Excellency published a statement to the 
effect that the Japanese Government has decided to 
Ignore the Three-Power ultimatum- served on Japan on the 
26th. BBC has broadcast statements on the matter, but 
as yet I have received no official wire. Furthermore, 

(? whether or not ?) we treat it with silent contempt, 
or publicize it in our ordinary reports, it is still a 
public expression of-the intentions of England, America 
and China, and is the basis for the statements made by • 
Captain ZACHARIAS. 

PART 3: 

In fact there are discrepancies in its important 
points. (In this declaration it Is understood that 
while Japan's territory Is to be limited to Honshu - , 
Shikoku, Kyushu and the Hokkaidb, America Is to keep 
Okinawa in reserve as her own possession.) 
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5. Your wire 893® deals merely with the sending of 
a Special Envoy, but in your 931 h , I am told to seek 
the good offices of thb Russian Government. Again in 
your 944 1 , I am to make clear that the sending of a 
Special Envoy is to get STALIN to consent to become a 
peace proposer, a fact, which I regret to say, indicates 
that ve have been too stingy in giving them our plans. 

•Furthermore, while the contingency that the Russians 
may manifest an Indifferent attitude also .is to be con¬ 
sidered, (? unfortunately ?) I feel deeply perplexed 
because I am unable to think that other courses or 
means would suffice to accomplish anything. 

6. To sum up, I am waiting for a reply from the 
Russians to the representation referred to in my 1450°, 
and if none comes during the 30th (Monday), I wi\l 
press them for one without delay, 

7. I had no sooner finished drafting this message 
than I received your 952j i '. As for the Interview with 
MOLOTOV referred to In (3), if our Imperial Government 
has a concrete and definite plan for bringing the war 
to an end, I would like to be informed In a special 
way; otherwise I will go ahead on the basis of (l) of 
this message. 


a - H-198547. • 

b - Spec 002 and 

c - Spec 001. 

d - Spec 009. 

e - In English. 

f - H-197715. 

g - H-196285. 

h - H-I97837. 

i - H-198547. 

j - Spec 007. 

Inter 2212Z 29 Jul 45 

Rec'd 30 Jul 45 

Trans 1255 30 Jul 45 

JNU3 de RTZ, 

(?) Japanese 

(1031-1227-t) 
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Message #0198 Purt ITI 
Paragraph 2: 

leaving Palau August :. 6 th 
Unloading at l -evak 3optoncer 1st 3.-■' 
--U-- Transport #??9 C| {0^16; 

>#8?6l ( 069-1) 

#3^91 (0426} 

#8781 


Army ti. osport ship --C-- 


1 s»M- 


a - 

4i>' 

• ^ > b:—" 

1 ■.. .* 
I.-. ■ ■■:>*■■ .-v 


a - Type of Ship 


umru si -; 


• '*>' 

■ ■ t # • - 


■ 


SO Aug VMJ7TH 


Total - 6 shirf 
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